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Focus on current organizational stresses and anticipate future challenges

Risk management is proactive, peering around corners to identify uncertainties 

that may impact the organization’s ability to achieve its objectives. Paying close 

attention to, and assessing safety and security challenges, should be a priority for 

every credit union leader. Bringing a different lens to protecting people, assets, 

and your reputation can help you meet this responsibility and help you collectively 

realize acceptable levels of risk. 

Many risk management executives have had to manage crises, but the 

pandemic and the 2020 changes pushed everyone into uncharted 

territory. The challenge and opportunity for risk management is to pursue 

actions that add value for their credit union organization, both in the 

moment and for the long-term.

Rethinking Protection:
people, assets & reputation

What You Should  Consider 

Organizational leaders often 

ponder the strengths, 

weaknesses, opportunities 

and threats to their long-term 

business strategy. However, 

when it comes to the concept 

of security…are leaders 

applying the same level of 

thought to the safety of their 

people, the security of their 

assets, and to the protection 

of their brand and reputation? 

The safety and security of a 

credit union’s people, assets, 

and reputation should be the 

responsibility of every 

employee, executive, director, 

and volunteer. 
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Rethinking the Way We Strategize and Protect

In fact, credit unions should develop security awareness programs tasked with 

communicating the credit union’s unique internal and external risks as well as the 

physical, and administrative controls implemented to effectively mitigate the risks 

identified. All relevant security policies, procedures, and training protocols should 

align with the credit union’s mission, vision, core values, and embedded into the 

cultural fabric of the organization.

Robbery & 

Workplace Violence

Access

Control

Internal Controls &

Asset Management

Incident Management 

Response

Executive 

Protection

Credit unions have 

responsibility to protect 

employees, members, 

and visitors by taking 

measures to detect 

potential incidents, 

manage intervention,

and mitigate the 

consequences. 

A failure to 

incorporate any 

of these steps 

into your security 

awareness programs

can lead to grievous 

bodily harm, disruptions 

in productivity, present 

negative effects to morale, 

and result in a public image

that conveys a disregard for 

public safety.



Rethinking Protection

A people-based protection program illustrates your commitment to a safe working environment. It should define 

acceptable behaviors, communicate clear reporting protocols with prompt response, define and regulate actions in the 

workplace, and prioritize internal / external threat management. 

Robbery

Keeping your credit union and employees safe from a robbery is a serious 

concern. While each branch location may go about the opening, closing, 

and design of their locations differently; a few concepts should be universal:

• Follow well thought out procedures to help make your credit union a 

less attractive target for unwanted situations, including written opening 

and closing procedures.

• Train and build situational awareness with employees, through formal 

annual training with quarterly updates, to remain vigilant about 

surroundings and processes. Identify a security captain at each 

location.

• Be alert to suspicious persons. Maintain a record of persons or 

situations that don’t seem connected with credit union business.

• Maintain adequate lighting and minimize obstructions both inside and 

outside of the branch. Periodically test video surveillance and alarm 

equipment to verify it is in proper working order.

• Develop an ambush code, along with internal and external all-clear 

signals.

Opening and closing hours have become a trendy time for robberies to take place due to ease of accessibility and 

far less people around to interfere. Limited staffing and lack of procedures is appealing to perpetrators. 

Additionally, there has been an increase in robberies occurring at drive-thru lanes and through ATM attacks, 

primarily due to business changes related to lobby closures and more convenient limited-touch interactions. These 

criminal acts have introduced new methods to carry out robbery:

• Using the credit union drive-thru and claiming to be held against their will; sending a package with a note 

suggesting it is an explosive; and threatening the teller with a weapon asking for money;

• Wearing face coverings / masks to hide their identity and carry out robbery attempts within the lobby;

• Conducting impersonation fraud while wearing face masks to hide their identity; and

• Committing ATM attacks as victims are unaware of surroundings and not cautiously performing transactions.

With changes in business operations including the wearing of face coverings into branch locations; the probability of 

a robbery can increase.

“Most importantly, credit unions need to develop a plan for a safe 

environment in each type of location. We all know that no two 

branches are the same.”

Carlos Molina
Senior Risk Consultant 
CUNA Mutual Group
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Drive-Thru Robbery Mitigation Tips

• Ensure the drive-thru, walk-up windows, and all sides of the credit 

union building have outside cameras that are operational and 

positioned to capture footage.

• Advise employees to do what they are instructed and never risk their 

lives or the lives of members. Remind employees that while the drive-

thru window may be bullet resistive, it is always not bullet proof.

• If a robber requests money via a note through the drive-thru; send the 

money back and immediately shut down the tube to protect against 

explosives being sent in.

• If a robber informs you that an explosive has been sent through the 

drive-thru:

• Remain calm. Do NOT touch, tamper with, or move the package, 

bag, or item.

• Send cash along with the package, bag, or item. Immediately shut 

down the tube to protect against explosives being sent back in.

• Notify credit union leaders and law enforcement authorities 

immediately. Explain why it appears suspicious.

• In all cases, notify everyone in the credit union that a robbery has 

occurred. If the credit union lobby is not locked, ensure all the 

entry / exit doors are locked. 

• Credit union leaders and/or law enforcement will assess the 

situation and provide guidance regarding shelter-in-place or 

evacuation. If no guidance is provided and you feel you are in 

immediate danger, calmly evacuate the area by following branch 

safety and evacuation plans. Distance and protective cover are the 

best ways to reduce injury from a bomb.

• Every situation is unique and should be handled in the context of 

the facility or environment in which it occurs. Branch operation 

leaders and law enforcement will be in the best position to 

determine if a real risk is posed and how to respond.

Mitigation tips regarding lobby access 

and face masks / coverings:

• Post signage “We regret any 

inconvenience, but it is credit union 

policy to request brief removal of 

anything blocking the face for the 

safety of our employees. This should 

include removal of sunglasses, hats, 

hoods, and face coverings.”

• Have members wait outside in the 

entrance vestibule and be identified by 

credit union staff before being let into 

the lobby. 

• Consider having a greeter at the door 

identifying individuals before they go 

to the teller area or specific 

department.

• Request a driver’s license or photo ID 

to confirm an individual’s identity.

• Educate your members or provide 

instructions to briefly remove their 

masks and look directly at the greeter 

or wave to the camera before 

replacing their masks and conducting 

their transactions.

• Consider limiting member flow inside 

branch offices. Keep doors locked to 

restrict the number of members inside. 

Increase camera coverage inside 

/outside the location, if possible.

• Adhere to the State laws where your 

branch is located.

If individuals are unwilling to remove 

masks, and credit union policies do not 

prohibit service without matching their 

faces to photo ID, allow them to confirm 

identity according to the credit union’s 

drive-thru and telephone protocols (e.g. 

providing photo ID, confirming account 

information, providing an account holder 

password, etc.).

Curbside Service

It is important to vet members when making appointment by obtaining 

the vehicle information and license plate. If the credit union does allow 

cash transactions curbside, consider limiting cash amounts and have the 

member make multiple appointments if a larger cash amount is needed.

Ensure the curbside service area, walkway, parking lots and all sides of 

the credit union building have outside cameras that are operational and 

positioned to capture footage. Periodically test video surveillance and 

lighting to verify it is in proper working order.

Rethinking Protection



Employee Behavior

Anticipate, identify, and manage workplace threats connected to employee behavior. While no single stressor may 

identify employees who may perpetrate violence in the workplace; there are certain red flags and problematic 

behaviors that could lead to actions taken to alleviate or prevent the risk of violence all together. 

Behavioral Red Flags

• A prior history of verbal threats or violent acts 

• Bullying, aggressive outburst, and excessive displays of anger

• Any form of harassment, discrimination, or verbal abuse

• High degree of emotional distress

• Obsessive relational intrusion (ORI) or repeated, unwanted romantic pursuit

• History of intimate partner violence

• A chronic victim mindset, or repeated complaints about persecution

• Fascination with violent images or films

• Attraction to weapons and expression of homicidal or self-harming intentions

While someone expressing one or multiple of these behavioral red flags, they may never resort to any violent 

outbursts or behaviors. However, the existence of warning signs creates a need for a thorough and prompt 

reporting, response and intervention program. All staff should be trained to identify and report concerning behaviors.

Components of a reporting, response and intervention program:

• A workplace violence policy which requires employees to report concerning behavior without fear of retaliation. 

Reinforce that protecting the workplace is about caring, not punishing.

• Provide multiple outlets for reporting such as a manger, human resources, risk management and credit union 

security officers. Be sure employees understand how to report information.

• Consider creation of an anonymous tip line or virtual channels can be used to convey important information

• Use of qualified outside personnel to review and investigate certain reports to identify certain indicators of a 

threat or potential violent acts

Workplace Violence

Added stress and mental fatigue brought on by unforeseen circumstances can wreak havoc. Workplace violence is 

any act or threat of physical violence, harassment, intimidation, or other threatening disruptive behavior that occurs 

at the work location. It ranges from threats and verbal abuse to physical assaults. Additionally, it can affect and 

involve employees, members, and visitors. 

There are many variables that can cause people to be under stress - professional performance, personal issues, 

financial stress or societal events. Unfortunately, stressed individuals – employees, members, or office visitors - can 

bring unwanted and even violent behavior to the workplace.

The pandemic introduced a new wave of anxiety. Employees were and still are worried about getting sick, taking 

care of loved ones, childcare and schooling concerns, job stability and the prospect of unemployment. Past incidents 

have taught us that some perpetrators of workplace violence struggle with factors like financial setbacks, untreated 

mental health issues, or domestic violence. Employers may also have a unique role to play when supporting their 

employees who may face violence in the home. 

Rethinking Protection



Technological Advances

Credit union access and opening procedures can be made safer and more cost efficient with the use of technology. 

For example, mobile device usage and the expansion of wireless networks can provide credit union security 

operations with a unique set of tools to help keep employees safe during branch opening and closing, provide real -

time alerts and tracking data when employees are physically in transit for business purposes. 

One of the most common used system in electronic door control is using a card or a magnetic stripe which can be 

accessed by swiping through a reader on the door for security purposes.

The areas or organizations which require high security use different types of access control systems like biometric, 

RFID, and mobile devices. Each access point may be controlled individually as per the requirement of your credit 

union where high security is necessary. Network security is also important, especially because of the sensitive data.

Biometric Access Control System uses:

1. Fingerprint recognition - An identification system based on fingerprint recognition looks for specific 

characteristics in the line pattern on the surface of the finger. The bifurcations, ridge endings and 

islands that make up this line pattern are stored in the form of an image.

2. Facial recognition - A facial recognition system analyses the shape and position of different parts

of the face to determine a match. Surface features, such as the skin, are also sometimes considered.

3. Iris recognition - When an iris scan is performed a scanner reads out the unique characteristics of 

an iris, which are then converted into an encrypted (bar)code. Iris scanning is known to be an 

excellent security technique, especially if it is performed using infrared light.

4. Finger vein pattern recognition – In the case of vein pattern recognition the ending points and 

bifurcations of the veins in the finger are captured in the form of an image, digitized and converted

into an encrypted code.

5. Palm vein pattern recognition – This technique is also based on the recognition of unique vein 

patterns. However, as more reference points are used thank in the case of finger vein pattern 

recognition, this is an even simpler and more secure identification method.

Fingerprint recognition and iris scanning are the most well-known forms of biometric security. 

RFID access control systems typically consist of: 

• reader that is connected to (or integrated with) 

• an antenna, that sends out a radio signal to 

• a tag (micro-chip) that returns the signal with information added.

Mobile Device Solutions

Mobile access control takes mobile phones, smartphones, tablets, and wearable electronic devices and allows them 

to function as a user’s credentials to enter offices or other business facilities. These mobile solutions are specifically 

designed to create a direct link through a mobile device between the employee and credit union security operations 

for establishing connection the moment it is needed. Furthermore, credit unions can also ensure policy compliance 

and reduce costs.

Rethinking Protection



Access Control Systems 

Access control systems can be integrated with intrusion detection system, video 

surveillance system, badging system, and identity management. The system could 

address:

• Control the entire facility or just specific areas within the building

• Limit access to specific parts of your building by date/time or by cardholder

• Control access to parking lot and elevator

• Open door with mobile devices

• Open door with biometrics

• Automated system management

Knowing your specific priorities is vital to choosing the access control solution that is right for your credit union –

considering ease-of-use; serviceability; and flexibility. 

Visitor Management

In addition to granting authorized access to staff, your credit union may need a secure way to permit temporary 

access to a certain area for a short period of time. If you receive unattended deliveries or need to schedule 

unsupervised repairs or other visits, a visitor management solution can help. 

You can create a temporary access badge for a visitor or simply disarm your system for a specific time, to receive an 

unattended delivery, for example. Unattended deliveries can be scheduled, canceled and rescheduled quickly and 

easily, even without advance notice. With the bypass zones feature, you can deactivate the alarm only in one specific 

area while maintaining an armed perimeter around any high-risk areas for added security.

Emergency Messaging and Mass Notification Tools  

Specifically designed to help mobilize resources and quickly broadcast alerts in the event of a natural disaster, active 

shooter incident, or other persistent threat; emergency messaging and mass notification systems can be a critical 

component to your incident response management.  

These mobile solutions can broadcast alerts or information based on end-user GPS or assigned locations, as well as 

broader regional areas for credit unions with larger geographical footprints.  

Enterprise-approved messages are sent through the application and can include specific response requirements from 

recipients such as shelter-in-place or evacuate. For redundancy purposes, messages can also be sent via SMS text 

and e-mail to help ensure receipt.  

Where used separately or integrated as a single safety solution, credit union security leaders are provided with critical 

information needed to respond rapidly to events, while providing employees with peace of mind. Reporting 

capabilities also improve operational efficiency and compliance by ensuring that policies and procedures are followed.  

Visual Verification

With more False Alarm Ordinances being implemented, credit unions may look to adopt 

specific solutions to assist with false alarm challenges. To maximize the value of security 

systems, some municipalities have begun recommending that alarms be verified prior to 

dispatching police. These verification systems shift alarm signal verification to alarm 

companies by requiring someone like a security guard, enterprise employee or a Closed-

circuit television (CCTV) operator to visually verify that a crime has or is occurring prior to 

police dispatch. 
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Key & Combination

No degree of lock security can be maintained unless an effective key/combination control system is developed and 

maintained, preferable by the security officer. This system should establish which officers and employee require keys 

to perform their duties. The issuance of keys should be under the control of the security officer or their designee. A 

written record should be kept of individuals entrusted with exterior, vault/ safe and to vital storage keys/combinations. 

Responsibilities

Establish who should assume the primary responsibility 

for keys/combinations. This individual should maintain 

inventories of issues and spare keys. You’ll also want to 

address transfers and terminations. A key control register 

should be maintained including: 

• Key number 

• Tag number 

• Signature of the person to whom the keys were issued 

• Printed names 

• Signature of the parties making issuance 

• Signature of the person receiving a returned key 

• Date of issue 

• Date of return 

Key Issuance Agreement

This agreement provides responsibility to employees 

assigned a Credit Union key. Your key holder agreement 

should include these important components: 

• Liability section for restricted space damages 

• Discourage sharing or duplication 

• Replacement fees 

• Termination procedures

Once you’ve set expectations with a key holder 

agreement, it’s time to conduct training. Key control 

training should cover all the new policies, expectations, 

and procedures your organization has set up, 

Key / Combination Maintenance

All keys to doors, gates, furniture and equipment should 

be stored in a key box. Teller drawer keys should be 

sorted and stored in a dual control key box and/or be 

placed in sealed locking envelopes, initialed/signed by 

management and representative. Ideally, the dual control 

key box should be in the locked part of your safe/vault. 

Teller Key Access

To access the teller keys, two people are required to be 

present before the keys to the box are removed from the 

locking envelopes. These keys should be logged in a 

dual control key box log when accessing and then 

returning the keys to the dual control key box. 

Teller Key Access Log

A log should be maintained to track the usage of each 

envelope. The log should include:

• Envelope # 

• Who or what the envelope is assigned to 

• Date envelope is opened 

• Who opened envelope 

• Reason for access 

• Replacement envelope # 

Semi-annual Key Verification 

The control key register should be reviewed and verified 

that the keys are still in possession of their keys. Any 

discrepancies should be noted, signed and corrective 

action taken. If all keys are accounted for, the employee 

should sign that they are in possession of the keys. 

Combination Lock System 

• Combinations should be known by as few persons as 

possible. Employees should memorize the 

combinations assigned to them. 

• If written down, it should be coded and kept on your 

person at all times. 

• If written down and lost it must be reported to the 

employee’s supervisor / manager immediately. 

• Determine who is responsible for maintaining a 

record of each employee’s combination assignment 

(first or second half). 

• Combinations should be changed at least annually 

and/or when an employee gains knowledge of the full 

combination. 

• Employees should not share a combination entrusted 

to them with another employee or outside party.

Combination Controls   

• First and second half of each combination should be 

sealed within separate envelopes. 

• Establish and follow a process for having a copy of 

the combinations. 

• There will be times when combinations need to be 

changed. When a new combination is set, the new 

sealed back-up must be accounted for. 
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Incident Management Response

While all threats or reports should be evaluated separately, and responses will 

vary, clear criteria for escalation and intervention should also be defined. If a 

report of concern or incident involves a direct threat of immediate harm, local 

law enforcement and other emergency personnel should be contacted. 

A credit union’s threat evaluation process should seek as much information 

about the threat as possible. 

• What factors may lead to an escalation of the potential threat? 

• What may lower the potential of an incident occurring?

• What are the motivating factors of the individual making the threat?

• What and how has the individual communicated concerning their intentions?

• Has the individual engaged in any planning activities such as stalking, approaching a target location, or 

breached any established security protocols?

If the completed assessment indicates there is no need for immediate intervention by law enforcement, the credit 

union should consider these action steps:

• Continue to collect relevant information and monitor for additional concerning behaviors

• Consider the need for additional security personnel or updated procedures

• Consult with external resources such as executive protection and crisis intervention experts

It should be known that a violent incident may have a significant impact on business operations. Pre -planning 

should be done to account for interruptions, continuity planning, management issues, and necessary employee 

intervention and mental health needs. 

No credit union is immune to these types of occurrences. Strategies 

may need adjustments based on changing market realities and 

emerging risks, while internal operations and even the credit union 

organizational culture may require modifications to maintain 

consistent protection of your people.

Member and Visitor Behavior

The credit union also expects members and visitors to conduct themselves in an appropriate and courteous manner 

in their interactions with the credit union to ensure the safety of employees from abusive behaviors. These behaviors 

can include angry, hostile, abuse (verbal or nonverbal), or violence.

Credit unions should have an Abusive Member Policy that outlines unacceptable conduct and shares employee 

responsibilities when abusive behavior is directed towards them. The policy can also outline steps to take to diffuse 

any situations.

Risk & Compliance Solutions 800.637.2676  riskconsultant@cunamutual.com
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Executive Protection

Executive protection or close personal protection refers to security measures taken to ensure the safety of very 

important persons or other individuals, who may be exposed to elevated personal risk because of their employment, 

community status, wealth associations, or geographical location.

These threats can be triggered for a variety of reasons:

• An action taken by the credit union in the normal course of business (repossession, foreclosure, fees,) but 

perceived to be an injustice by the threat maker

• Actions taken or support provided by the credit union such as stances on controversial situations in the 

community, specific charitable events endorsed, and postings on the credit union website and social media sites

• Connections to credit union staff and officials serving on boards and committees of local entities both of a non -

profit and for-profit nature. For example, threats may originate due to being a member of the Chamber of 

Commerce, Condo Association or holding a political position to name a few, 

• Originated in their personal life (domestic situation, dispute with neighbor)

From an internal standpoint, the credit union can do many things to minimize the risk of threats or potential threats to 

an individual’s personal safety. 

• Detailed opening and closing procedures 

• External video surveillance 

• No designated parking spots 

• Visitor check in  

• Restricted access to non-public areas 

• Staff awareness of all exits 

• Robbery and Active Shooter Training 

• Confidentiality Policy - being careful what you say and who you say it in front of, both on premise & off premise 

• Logging suspicious activities/observations 

• Lighting of the external premises 

• Vary routes to and from work 

• Immediate monitoring of web site and all social media sites for libelous content 
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Active shooting incidents are unpredictable and 

seldom expected. It can be a disgruntled employee, 

potential loan applicant, a member of your credit 

union, or just someone random with little or no 

connection. It’s essential to educate your team on 

how to handle an active shooter situation. No one 

ever thinks it will happen to them.

Because active shooter situations are often rapid in 

nature and are typically over prior to law 

enforcement arrival; your employees must be 

prepared both mentally and physically to quickly 

respond to an active shooter situation. 

Unlike most other workplace emergencies, the 

unpredictability and immediate threat of an Active 

Shooter makes it extremely difficult to place a 

standardized evacuation protocol around the 

situation. The key to providing for employee safety 

lies in having an awareness of your surroundings 

and the understanding that you have the authority to 

take immediate action to protect yourself.

You should have a clear understanding of:

• Your credit union’s Emergency Action Plan

• Potential scenarios and how to respond

• Expectations from first responders

• Steps necessary to recover

Train employees how to respond in an Active 

Shooter situation. Follow the simple message:

• Run! If there is an accessible escape path, 

attempt to evacuate the immediate area and exit 

the building to a safe/protected location. Always 

keep your hands visible.

• Hide! If evacuation is not possible, find a place to 

hide where the active shooter is less likely to find 

you and barricade/lock the door. Use your 

surroundings to aid yourself.

• Fight! As a last resort, and only when your life is

in imminent danger, attempt to counter/disrupt 

and/or incapacitate the active shooter. It is your 

right to protect yourself and those around you.

For employee training on Active Shooter Incidents, 

go to www.cunamutual.com/activeshooter

Active Shooter Incidents

Rethinking Protection
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Crisis Communications

Consider developing a clear, simple and credible narrative describing the actions the credit union will take to 

confront a crisis or reputation risk. 

A business crisis is an event, or a series of events that causes major disturbance for the credit union. It typically 

occurs suddenly and poses intense difficulty or danger for the business – especially since decisions regarding risk 

mitigation and communications must be made in a compressed matter of time.

Credit unions must be prepared for a wide range of potential crises, including severe weather, fire, crime, terrorism, 

pandemics as well as reputationally sensitive PR incidents. Crisis communication ensures that all relevant personnel 

can communicate efficiently and effectively during such crises and share the necessary information that will allow 

the credit union to quickly inform & protect employees, assets, and ensure business continuity and reputation.

Waiting, hesitating or a lack of action can create uncertainty, impact employee morale, and rock marketplace trust. 

Vital components of a crisis strategy:

• Define crisis

• Identify audiences in crisis

• Hold statements

• Assess technical and physical resources

• Describe how to establish a chain of command

• Identify how to avoid common response mistakes

• Review your crisis communication response

Content strategy for crisis communications:

• Don’t over-reassure

• Acknowledge uncertainty

• Share dilemmas

• Acknowledge opinion diversity

• Don’t over diagnose or over plan 

• Don’t aim for zero fear

• Don’t ridicule the public’s emotions

Credit union crisis management teams must efficiently and effectively communicate so others do not fill informational 

gaps created by silence or misinformation. Any employee who is not authorized as a spokesperson should not make 

statements, comments or declarations externally or internally to members, vendors, or media outlets. All employees 

should direct inquiries to the designated, and trained, primary and secondary spokespeople.

If credit union operations are disrupted, all stakeholders will want to know to what level they will be impacted. In 

addition, regulators, law enforcement, local government officials, and insurers may need to be notified as well as 

employees and their families. Adjacent business or residential areas potentially impacted may also need information 

— especially if they are threatened by the incident.

Rethinking Protection



Physical Asset Management

Protecting a credit union asset – an item, an entity or something that has the 

actual or potential value for an organization - is critical to its reputation as well as 

it’s viability and sustainability as a financial intuition.  Having grown beyond just 

the need to protect people, and physical assets to include digital and intellectual 

property, asset protection requires a holistic approach of process management.

Physical Asset Management risks can generally be categorized into six groupings:

• physical failure risks

• operational risks

• risks associated with natural environmental events

• risks associated with the factors outside the organizations’ control

• Stakeholder-related risks 

• risks associated with different lifecycle phases of assets

Credit unions should be concerned about asset management and risk mitigation:

Keep an accounting on all credit union assets

The process makes it easy for you  to keep track of their assets, whether liquid 

or fixed. It’s imperative to know where assets are located, how they are being 

used, and whether there have been changes made to them. Consider the use 

of an asset tagging system, especially for more expensive items.

Guarantee the accuracy of amortization rates

A regular evaluation of physical assets ensures that financial statements 

associated with physical assets are accurate.  

Removes “ghost assets” in the organization’s inventory

Instances exist where lost or stolen assets are still recorded on financials. With 

a strategic Physical Asset Management program, the credit union will be aware 

of the assets that have been lost and not keep recording them.

TRENDING

Assets & Remote Work Impact

Many organizations, including 

credit unions, implemented 

practices to shift a significant 

amount of the workforce to a 

remote status in response to the 

recent pandemic. In order to 

accommodate employees in this 

new work setting, not everyone 

maintained an accurate record of 

the items provided for remote use.

Items that may have left branch 

locations include electronic 

devices (laptops, monitors, web 

cameras, printers, tablets, 

phones), furniture (chairs, tables, 

screen risers, desk lamps), office 

supplies, and possibly paper 

documents.

Unfortunately, some items may 

have left without proper 

authorization, not been accounted 

for despite offices reopening, or 

returned damaged.

Maintaining a Strategic Asset Management Plan

Credit unions should account for all physical assets owned. If the exact number of 

assets in the inventory is unknown, then it is difficult to manage them effectively. 

When preparing an inventory of credit union assets, you should include:

• Total count of assets

• Where the assets are – by job function and employee

• The value of each asset

• When the assets were acquired

• The expected life cycles of the assets

Create a policy that addresses the transportation of credit union assets off 

premises. Indicate what asset type can be transported from the premises, under 

what circumstances, who is authorized to approve the transportation, and 

procedures for exceptions to the policy. 

Risk & Compliance Solutions
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Credit unions have been adjusting their operations and business practices to fit the 

environment in which they now operate. For many, this means instituting more flexible

work arrangements.

Functional areas involving cash, negotiable items, plastic cards, lending, accounts

payable, and payroll are some of the areas where money can walk out the door if

internal controls are not adjusted accordingly when staff are allowed to work remotely. 

In fact, some controls including segregation of duties and dual control may not be 

possible with limited staff on premises. 

Access to Currency

Ideally, access to currency is maintained under dual control whether it is a vault, safe, or cash recycler/dispenser. 

The lack of staff on-site may make dual control more difficult but there some options.

• Incorporate additional staff into the dual control plan. 

• If one person must access a safe utilize video by monitoring on surveillance cameras as the person enters the 

safe and removes currency. Monitor employees as they use cash counting machine to observe denominations 

and counting by utilizing mobile device video service – such as Facetime.

• Break down large currency amounts amongst two or three individuals. These individuals can remain solely in 

control of and maintain smaller amounts in lockable containers. Of course, at the end of the day, all currency 

should be locked in money safes and vaults.

Loan Processing & Disbursement

The potential for fraudulent loans to members or fictitious loans is always a possibility. Normal internal controls often 

include monitoring of new loan reports, new account reports, loan file maintenance reports, review for fictitious loans 

etc. In addition, many credit unions have procedures in place to not allow the same person who underwrote and 

approved the loan to disburse the loan proceeds. 

Most reviews can and should be completed remotely; however, the frequency of reviews should be increased.

Payroll

Typical processes followed has the employee that prepares the payroll to not disburse it for in -house systems, and 

for third party systems the individual who prepares the payroll should not submit it to the third party for processing. It 

is important that if the dual control function cannot be maintained that another employee reviews the payroll before it 

is generated or submitted. This can be a time sensitive task, so it is important to have the task completed by an 

employee that can be accountable to review it when it is ready to be reviewed.

Accounts Payable

Accounts payable is another area for potential fraud if controls are not in place. As always, there should be a 

separation of duties between the ordering, receiving and paying of invoices. 

Reviews should continue to be completed remotely – especially focusing on new vendors looking for the addition of 

fictitious purchases or fictitious vendors being added to the accounts payable system. Keep in mind, some new 

vendors may exist for items such as PPE, masks, gloves, hand sanitizer and other products. 

Reports Accessibility

While report monitoring can be completed remotely, it is important to know which staff members are accessing and 

how they are accessing these various reports. A review should be conducted to determine who has access to the 

reports to help minimize the risk concealing fraudulent activity.

Internal Controls in a Remote Environment
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Fraud Exploiting Remote Workers

Fraudsters have jumped on the opportunity to exploit 

weak security measures as employees adjust to remote 

working environments. By using a Business Email 

Compromise scam, fraudsters request wire transfers 

through spoofed email to pay vendors under the guise of 

executive management.

According to Beazley Breach Solutions, there has been a 

96% increase in loss frequency and a 950% increase in 

loss dollars paid to credit unions related to business 

email compromise.

With credit union staff working remotely, fraudsters will 

likely pursue newer remote workers that aren’t familiar 

with proper security protocols or follow lax controls. 

Additionally, fraudsters may use the excuse of the 

pandemic to urge staff to make payments they would not 

normally perform.

A business email compromise scam typically involves an 

executive level employee’s email that has been 

compromised or spoofed through a phishing attack. The 

fraudsters create an email appearing to be sent from the 

executive’s email to another individual within the 

organization requesting a payment – typically wire 

transfer – or purchase of gift cards.

Risk & Compliance Solutions

800.637.2676

riskconsultant@cunamutual.com

To manage risks related to business email compromise 

fraud, consider adopting these risk mitigation tips:

• Remove or do not publish employee information 

(names, titles and email addresses) on the credit 

union’s website.

• Establish formal procedures for handling internal 

wire transfer requests. Confirm all requests involving 

vendors.

• Limit the number of employees that have the 

authority to submit or approve wire transfers.

• Internal emails requesting a wire transfer should be 

authenticated using a different communications 

channel (out-of-band authentication), such as 

verifying face-to-face with the requestor or calling 

the requestor’s phone extension or mobile phone.

• All employees involved with wire transfers should 

receive training on this scam and the procedures for 

handling internal wire transfer requests.

• Be alert for urgent wire requests or last-minute 

changes to wire instructions.

• Verify information from the sender via telephone if 

remote.

• Avoid using public email accounts when 

communicating with staff and watch for email 

domains that may vary such as ABC1cu.com vs. 

ABClcu.com.

Some red flags to be on the lookout for:

• Urgency of the message

• Request to keep transaction confidential

• Communication only through email and refuses 

other communication channels

• Requests change in direct deposit information

• Requests for payments to be made to a different 

account since they are inaccessible due to the 

pandemic
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WRAP-UP

It is critical that credit unions rethink the way to protect people, assets, and reputation. Unfortunately, other 

operational risks don’t go away. Organizations that perform well in trying times and adapt business practices with 

risks in mind can minimize negative impact, speed up reputational recovery, and stand out from others who may not 

be as well prepared. 

Risk & Compliance Solutions 800.637.2676  riskconsultant@cunamutual.com

Protection of Reputation

Credit unions go to great lengths in develop, create, and innovate their brand and reputation looking to distinguish 

themselves from competitors. Your reputation and brand entails many things including your name, logos, trademarks, 

your physical assets, your employees, and what they stand for: satisfaction, a sense of security or comfort; great 

service; and meeting the needs of your members. 

Unfortunately, this distinction can fall in an instant like a house of cards if your reputation is not protected.

Reputation as a Risk Management Responsibility

Risk managers should be empowered to analyze operations and bring together resources from distinct functions to 

anticipate and mitigate credit union-wide risks. During this analysis, you should establish a reputation risk schedule 

comprising of this three key pieces of information:

1. Who are the stakeholders who would be disappointed if the function failed in its execution?

2. What behaviors would arise from their disappointment?

3. What would the expected economic impact be?

After identifying the most-costly or impactful scenarios, risk managers then need to mitigate, finance and transfer 

reputation risk, just like they do with other corporate perils. To mitigate risk, consider guiding credit union 

management away from solely marketing claims and corporate social responsibility projects that often raise 

expectations, but do not materially affect performance or outcomes.
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