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Lending is the Backbone for Many Credit Unions

Credit unions are as diverse as their members and are faced with finding ways to maximize success by embracing 

the lending landscape. Competition, the economy, and consumer behavior is forcing this change. The traditional 

consumer lending process has just about become obsolete in terms of efficiency and access to members. 

Credit unions are often challenged to sustainably offer products and services that address the unique needs of a 

myriad of members or potential members. Time-intensive, manual processes and a labor-intensive business model 

are impacting many from meeting the enormous demand that still exists in the marketplace. Consumers are telling us 

that they want fast and simple solutions that link with their connected lives.

Ma na ge Risks in a n Er a  of  Uncer ta inty

Certainly, several challenges are more obvious after 

2020; however, don’t be blind-sided by not knowing 

which emerging risks are around the corner. 

By staying current on risk trends and integrating sound 

risk management into day-to-day lending strategies, 

business plans, and operations; your credit union is 

more likely to successfully minimize losses.

Reshaping of the Lending Landscape

The expectations of the borrower have shifted. 

While the interest rate and closing costs on 

loans are still primary considerations; the 

speed, simplicity, transparency and member 

service aspect has grown in importance.

Credit unions can expect:

• Increased automation and digitization

• Hyper-personalized and proactive advice 

and pricing

• More engaging and dynamic member 

experience

• More choice to interact – with less need to 

visit the credit union location

• Additional eyes on what you’re doing
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The pandemic has been portrayed as 

banking’s greatest disruptor of all time, 

propelling changes in months that would 

have taken years.

The Financial Brand - October 2020

Key Risk Areas to Consider…
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portfolio management

Changes in credit worthiness01

Increased difficulty to differentiate between borrowers and estimate credit resilience 02

Pertinent data (e.g., cash flow, affordability) is scarce, lagging, and not automatically 

included in decisioning03

Socially responsible collections is needed to meet changing member preferences04

A wave of nonperforming exposures is beginning and must be addressed in new ways05

Adjusting to New Dynamics

Before the pandemic, financial institutions were already dealing with a myriad of challenges around loan 

administration, including accurately stressing the portfolio and dealing with examiner scrutiny. Over the last 12 

months, credit unions have been adjusting to the new dynamics and exploring potential new approaches to the 

challenges.

Credit unions have to manage the perfect storm of uncertainty and should assess the risks of their loan portfolio by:

• Understanding the health of their loan portfolio.

• Adjusting models with more formal, data-driven refinements rather than by making judgments on the fly.

• Aiming to combine and expand data management and analytics capabilities into credit-decisions. You’ll want 

to establish a flexible framework for your loan portfolios to prepare for whatever may come next.

Lenders that can quickly adapt their credit models from monitoring just the Five Cs of Credit – Capacity; Capital; 

Collateral; Conditions; and Character - to changing underlying credit conditions may be able to grow profitably while 

their peers may struggle.

According to McKinsey & Company, the pandemic triggered five major changes to the credit-risk 

environment:

Segment Assessments Have Become Very Important

In general, to evaluate creditworthiness of loan portfolios 

properly in the context of this crisis, credit unions must go 

beyond analyses of loan types and assess individual member-

borrowers. It has become significantly more difficult to conclude 

whether or not a specific borrower is possibly in trouble from a 

historical segment analysis alone.

Portfolio Risk Appetite

Credit unions should also carefully assess and update their risk 

appetite to account for the segment-specific impact of the 

pandemic on members new to the credit union or new to 

lending with the organization.

The implications of developing a detailed, timely understanding 

of the financial performance of your credit union’s loan 

portfolios is far-reaching.

Many affected borrowers never 

imagined that they would be 

unable to pay their debts. 
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https://www.mckinsey.com/business-functions/risk/our-insights/managing-and-monitoring-credit-risk-after-the-covid-19-pandemic


Success in the digital landscape depends on the ability to eliminate 

friction and provide consistency across all channels. Regardless of 

operational structure, the member expects a seamless virtual 

experience while you provide transaction security.

Full integration means the ability to switch methods of engagement, 

i.e., from a mobile device to a branch or call center. It is important to 

require member authentication and validation at each layer of the 

digital channel and transaction.

Authentication

The riskiest step in the process may be the functionality to verify 

information provided in the application, such as identity, income and 

employment. You’re encouraged not to cut costs by skipping this step. 

Any break in the member authentication process opens the door to 

loan fraud and allowing fraudsters to cheat the system.

digital lending transformation

The key is to combine existing data with artificial intelligence (AI) and machine learning tools, and skilled analytics 

to reveal member trends, behaviors and expectations down to an individual level. These insights allow you to deliver 

relevant, personalized offers and experiences that are valuable to the member, unique to your credit union, and 

differentiated from your competition.

Account Opening / Loan Evaluation: 

Validate the authenticity of applicant info to improve accuracy and 

efficiency.

Payment Authorization: Evaluate requests and authorize payments 

in real-time.

Improved Fraud Prevention: Reduce manual review through fast

iterating machine models. Reduce false positives with behavior 

analysis.

More Accurate Product Recommendations: Augment human 

decision-making with increased precision.

Personalized Communications and Advice: Applications like online virtual advisors can offer members real time 

accurate account solutions and financial advice.

Improved Productivity and Efficiency

Using analytics to support strategy & control losses
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Borrowing preferences

TODAY

About 30% of loans are originated 

or funded online

2020

Over 80% of loans will be originated 

online according to industry forecasts

Losses stemming from identity theft-related loan fraud tend to be more severe in dollar amount than the losses 

associated with new account fraud. Once a fraudster opens an account, usually through the online channel, they 

immediately apply for loans, including unsecured loans, credit cards, and vehicle loans. These losses are increasing 

as more credit unions accept loan applications through the online channel.

Loan staff who process loan applications should be trained on how to spot fraudulent applications. They should 

carefully scrutinize credit reports, paystubs, and other support documents for irregularities including deductions for 

taxes, health benefits direct deposit information and that digits and decimals line up correctly, and numbers should

add-up on paystubs.

To prevent and reduce loan application fraud, your strategy and fraud detection system should include a combination 

of identity verification, account onboarding protection, and account monitoring.



Internal controls are an integral part of all credit union operations –

especially lending. And with loans, sound controls are critical in 

minimizing internal loan fraud.

The loan portfolio is one of the favorite hunting grounds for the credit 

union embezzler and these losses can go on for years before 

discovery – some losses easily reaching six figures.

Unfortunately, dishonest acts internally cost credit unions millions of 

dollars each year. In addition, these losses tend to surge during and 

following down financial times or a recession.

Originating fictitious or unauthorized loans, changing existing loan 

details, or making credit advances for their own benefit are most 

common. Employee and family member loans or co-maker forgery are 

also an easy way for a dishonest employee to obtain funds by 

providing preferential treatment and/or circumventing loan policy. 

Credit Union Loss Example

In one embezzlement scheme, the VP-Lending created three fictitious 

loans totaling $250,000.

• Opened fraudulent accounts on the system

• Disbursed the loan proceeds

• Advanced the payment due dates to prevent the loans from 

appearing on the delinquency report

As you expand loan programs or move to more remote work 

arrangements, the need for continuous risk monitoring increases.

Segregation of Duties

The possibility of fraud diminishes significantly when two or more 

people are involved in processing a transaction. A segregation of 

duties occurs when two or more individuals are required to complete a 

transaction. The segregation of duties allows one person’s work to 

verify that transactions initiated by another employee are properly 

authorized, recorded, and settled. When establishing segregation-of-

duty standards, management should assign responsibilities so that 

one person cannot dominate a transaction from inception to 

completion.

For example, a loan officer should not have the ability to complete all 

the following tasks:

• Take a loan application

• Underwrite / Approve the loan

• Prepare loan documents

• Disburse loan proceeds

NCUA’s long-held interpretation is that the purpose is to segregate 

loan approval and disbursement duties of the loan officer to decrease 

the incidence of fraud, embezzlement, and errors. 

internal controls

CUMIS Insurance Society, Inc.

2015-20 Internal Claims data

page 5

2 2020 Report to the Nations On Occupational Fraud and 

Abuse, Association of Certif ied Fraud Examiners

la ck of  

inter na l contr ols

la ck of  
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35%

19%

14%

Employee Dishonesty & 

Faithful Performance

Bond claim dollars paid

over the last five years

47%

Primary Weaknesses



Cybercriminals have gone to great lengths to commit theft or fraud by 

manipulating credit union executives, employees, business members, 

and even third-party partners. The surge of fraudulent instruction scams 

typically request large wire transfers. 

These scams often focus the request as “urgent” or “pay immediately” 

in hopes that the employee does not take time to scrutinize the request. 

Mortgage Closings Targeted in Fraudulent Instruction Scams

Prior to a loan closing, fraudsters posing as the title company / 

closing agent send spoofed emails to credit union / lenders or 

member / purchasers containing "updated wire instructions.”

These “updated wire instructions” are bogus and are intended to 

have funds sent to an account under the fraudsters control. Loss

impact for these have been in the millions!

Synthetic Identity

Fake consumers, or “synthetic identities,” 

obtain countless deposit accounts, credit 

card accounts, auto loans, and personal 

loans costing credit unions hundreds of 

millions of dollars each year in losses.

Home Equity Lines of Credit (HELOC)-related fraud can lead to large 

losses and are relatively easy to execute by using stolen personally 

identifiable information (PII). Many cases involve fraudsters –

impersonating members – social engineering call center employees 

into providing a copy of a canceled HELOC check. Losses from a 

single counterfeit HELOC check have ranged from $30,000 to 

$350,000.

Recorded mortgages, including HELOCs, are normally public records 

which allows fraudsters to search for open HELOCs. Once found, the 

records typically have borrower signatures and account numbers 

which the fraudsters capture for later use in committing fraud.

Members’ HELOCs Used to Fund Counterfeit Checks

Fraudulent Instruction Scams

fraud & scams

Loss Example: A fraudster social engineered a call center 

employee into changing a member’s address and phone number. 

The fraudster social engineered the call center again two days later 

to reset the member’s online banking password. This allowed the 

fraudster to login to the member’s account to order share drafts 

which were delivered to the new address. The fraudster forged three 

share drafts totaling $407,000 and funded them through 

unauthorized advances against the member’s HELOC through 

online banking.
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Fraudsters are crafty, knowing how to pressure people to make 

decisions on the spot by using innovative schemes. Their multi-

channel approach looks for victims who find their stories 

convincing and will willingly share sensitive information, which 

can be used to authorize and transact many types of 

transactions. Unfortunately, the fraudulent transaction is often a 

legit exchange based upon a fairy tale.

third party synthetic, 

which is a totally 

fabricated identity1

81%

19%
The foundation of a synthetic identity is 

personally identifiable information along 

with a compromised Social Security 

number (SSN) that acts as the essential 

linchpin. In order to avoid detection, 

fraudsters prefer to use SSNs of those 

least likely to use credit, typically 

children, the elderly or the homeless.

first party synthetic, 

or a real consumer 

is using an SSN 

that doesn’t belong 

to them1

When undetected, credit unions typically 

pull the wrong credit report and 

inaccurately assess the risk associated 

with the consumer. 

Credit Privacy Number (CPN)

In some cases, the SSN used for a 

synthetic identity is a Credit Privacy 

Number (CPN). 

A CPN is a nine-digit number that 

resembles a social security number, 

typically provided by a credit repair 

company. Not all credit repair companies 

are reputable and promise consumers 

with poor credit a fresh start by using a 

CPN. They fail to inform consumers that 

misrepresenting a social security number 

on a credit application is a federal crime. 

1Synthetic Fraud and Credit Unions, SentiLink, 2020



default management

Loan Servicing & Collections
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Members and small businesses may suffer from prolonged unemployment and the inability to make payments –

making loan servicing and collections even more critical. 

2021 will likely be characterized by lower income, impairment of asset quality and reduction of reserves. This can be 

a challenging time for credit unions. 

Comparable to the credit crisis of 2009-2011, you should continue to carefully serve members while other financial 

institutions pull back in their lending. Credit unions have the opportunity to restructure loans and find ways to help 

members while seeing increased membership growth and savings dollars as members reward accommodation with 

loyalty.

Be sure to stay on top of changing risk profiles, especially for those who are experiencing hardship and could 

potentially become delinquent – even if they had no past delinquency history. Some members may accept 

deferments or forbearance, even if they have suffered no disruption of income. In other words, they may be holding 

on to cash because they are not sure what to expect or how long it will take for the economy to fully recover.

You should strike a balance between maintaining an empathetic approach to member relations and organizational 

needs and responsibilities in collections – as this will likely help during and after the pandemic. Many credit unions 

have shared best practices that:

• focus on the member’s individual situation

• rely on early intervention, and

• take a multi-channel approach to connecting.

This shift in collection practices emphasizes the enabling

financial betterment rather than solely collecting debts.

Collection Strategies

As a result, resetting collection strategies has taken on a 

new urgency. Due to resource constraints, you may need 

to adjust focus primarily to high-risk and high priority 

members in the near term. Later, you can pivot to 

develop specific treatment strategies for members in the 

hardest hit areas. When risk levels are changing 

dynamically, analytics can help segment and prioritize 

accounts.

To implement a consultative collections strategy, credit 

unions should also consider assisting members with loan 

restructuring, such as:

• deferred payments,

• reduced interest rates,

• fee waivers,

• interest-only loan payments, and

• loan extensions. 

Prioritization is Key

Credit unions should also consider the strategy for prioritizing accounts to work with and decide the most effective 

method for collection efforts. Every delinquent account in your queue has a story, so while they may fall into the 

same category, they have different levels of impact to your loan portfolio and should be prioritized as first payment 

defaults; high-risk; high priority; and low priority.

Credit unions focusing on the 

member experience will likely be 

paid first and will create 

greater loyalty than others.



A skilled, well-trained collector must be able to determine the ability to pay based on a number of predetermined 

factors. This always involves excellent listening skills, and the ability to assess the situation not only by what the 

member is saying but by what they’re not saying as well. A great rapport building collector is a consultant and 

negotiator who is adept at problem solving.

 Collection staff may benefit from customer service training as they must ‘sell’ the member on the idea that 

you expect to be paid.

 Make sure that your collection staff is trained to bring the account current and also maintain member 

goodwill.

 Don’t treat each member the same way. Know the difference between a member who has simply forgotten 

to make a payment and one who is dealing with financial hardship.

 You can then take appropriate action once you know where you stand.

 It’s a good practice to contact late payers every seven to 14 days. An email can be a courteous reminder 

that a payment is late, rather than a collections warning.

Helpful Tips for Building Rapport with Delinquent Members

 Listen and be willing to see the world from their point of view.

 Take a genuine interest in the member and treat each situation with respect.

 Be curious about who they are and how they think.

 Ask the member for additional info that would help you understand the scope and extent of

financial problems.

 Ask how serious the problem is and what the member is doing to resolve the problem.

 Ask what caused the delay in payment.

Remember, if you’ve received notice that your member has filed for bankruptcy and at that time, if the member 

ceases payments on the debt, the credit union should not attempt collection against the member. Once a debt is 

discharged through bankruptcy, it extinguishes the member’s personal liability on the loan. Any attempt to collect 

this debt from the member would violate the discharge injunction under the Bankruptcy Code. Even subtle 

reminders can be misconstrued as collection efforts. The discharge of the members personal liability, however, 

does not affect the credit union’s lien on the collateral.

Positive Collection Steps to Take

default management

PAST DUE
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lending compliance trends

Compliance risk is an ongoing concern for credit unions and establishing compliant operations can be challenging, It 

often increases the cost of service and sometimes making the delivery of great member experience more difficult.

Unfortunately, regulators have been ratcheting up enforcement activity and credit unions face expanded expectations 

that can lead to higher costs and losses from escalating litigation, penalties, and staffing needs. In addition, many 

expect the new administration to focus more on consumer protection in regulation and enforcement actions across the 

financial landscape
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Telephone Consumer Protection Act

While TCPA litigation is often centered around 

telemarketing calls and texts to members without first 

gaining prior express written consent, outgoing calls 

or texts related to collections, servicing or fraud alerts 

when made without the appropriate prior express 

consent can also pose risks.

Lawsuits have most recently involved:

• calls / texts to members’ cell phones to collect 

delinquent loans or negative deposit account 

balances using an automatic telephone dialing 

system (ATDS) or a prerecorded/artificial voice 

without obtaining the requisite prior express 

consent of the member.

• third-party debt collectors retained to collect debt 

on behalf of the credit union. Credit unions can be 

held liable for the vendor’s failure to comply with 

the TCPA.

To ensure compliance with the TCPA when making 

collection calls using an automatic telephone dialing 

system or prerecorded calls to members’ mobile 

phones, it is suggested that you:

• Review your credit applications for all loan types to 

ensure they request members’ mobile phone 

numbers. Use a third-party service to determine 

whether the phone number provided is assigned to 

a mobile phone if this is not evident in the 

application.

• Do not call a member’s mobile phone if the mobile 

number was not provided on the credit application.

• Do not call members’ mobile phones if the mobile 

number was obtained through a skip trace. 

• Ensure third-party service providers retained to 

collect debts on behalf of the credit union are in 

compliance with the TCPA.

Review Telephone Consumer Protection Act Risk 

Overview.

Plaintiff attorneys continue to be successful with class 

action lawsuits against credit unions due to 

deficiencies in collection letters. Specifically, Notice of 

Disposition notices (intent to sell collateral) and 

Notice of Deficiency sent after the collateral has been 

sold are the letters / notices targeted. Lack of detail in 

these notices is being scrutinized. These lawsuits 

require credit unions to waive remaining deficiency 

balances, return payments toward deficiency 

balances, return 10% of the principal amount of the 

original debt, and pay statutory damages.

Recent lawsuits have included several of the usual 

claims alleging the Notices of Disposition:

• Do not state the borrowers have a right to redeem 

the collateral until it is sold;

• Do not inform the borrowers they have a liability for 

a potential deficiency balance;

• Do not inform the borrowers they may attend a 

public sale and bring bidders.

A newer allegation claims a Notice of Disposition lists 

the charge for an accounting as a higher amount than 

allowed for that state.

Review Collection Letter Litigation Risk Overview.

Notice of Disposition/Notices of Deficiency

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/lending-risks/tcpa_risk_overview.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/lending-risks/collection_letters_risk_overview.pdf?la=en
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Lending is the core of credit union business – the primary revenue generator for many 

A successful, well-run lending program does not happen by accident. As is the case with all other credit union functions, 

it starts with the credit union leadership including the Board of Directors. 

Business changed in 2020 — as did your personal threat model. Keeping ahead of the complex array of ever -changing 

risks, compliance issues, and adapting to consumer behaviors and expectations that are impacting credit unions 

requires keen awareness, effective preparation, and loss control scrutiny. 

While each credit union has its own unique risk footprint, this Lending Risks Outlook - 2021 introduces risks, insights, 

and trends that most likely should be on your radar. A forward-thinking credit union is one that understands these 

challenges and collaborates to develop a strategy that includes: regulatory compliance, growth initiatives, talent 

acquisition / retention, and sound risk management strategies.

If you’d like to discuss any of these risks in more detail, simply schedule a no-cost 

personalized discussion with a CUNA Mutual Group Risk Consultant or contact us at 

riskconsultant@cunamutual.com or at 800.637.2676.

This resource is for informational purposes only. It does not constitute legal advice. Please consult your legal advisors reg arding this or any other legal 

issues relating to your credit union. CUNA Mutual Group is the marketing name for CUNA Mutual Holding Company, a mutual insurance holding company, 

i ts subsidiaries and affi l iates. Insurance products offered to financial institutions and their affiliates are underwritten b y CUMIS Insurance Society, Inc. or 

CUMIS Specialty Insurance Company, members of the CUNA Mutual Group.

2021 CUNA Mutual Group Proprietary and Confidential. Further Reproduction, Adaptation, or Distribution Prohibited.
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There has been a recent increase in class action 

litigation directed toward indirect loans that were 

originated by automobile dealers on retail installment 

sales contracts (RISC). The allegations accuse 

creditors of failing to process refunds when a 

Guaranteed Asset Protection (GAP) Waiver terminates 

early, which may include:

• Loan payoff prior to maturity, including sale or trade 

of vehicle

• Repossession and disposition of vehicle

• Customer cancellation of the GAP Waiver 

The basic allegations are based on a breach of 

contract. In some cases, plaintiffs’ attorneys include 

violation of state consumer protection laws as an 

additional claim for relief which may permit recovery of 

plaintiffs’ attorneys’ fees. 

Rise in Litigation for Failing to Refund Unearned GAP Fees

lending compliance trends

To mitigate the risk of potential litigation, credit unions 

should consider:

• Review and follow the terms required in the GAP 

Waiver.

• If a refund is required, establish a refund procedure 

to identify loans that terminated early and ensure 

your credit union complies with the terms of the 

GAP Waiver.

• Ensure agreements with dealers clearly state which 

party is obligated to provide any GAP refund or to 

reimburse the credit union if it provides the refund.

• For direct loans, if a refund is required, work with 

your GAP provider to understand all state specific 

nuances and requirements applicable to your GAP 

refund process. 

Wrap-Up

https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
mailto:riskconsultant@cunamutual.com

