
Credit union leaders need to assess the performance of their business resilience programs and take steps to ensure 

that the structure and strategies are in place to anticipate and respond to the next event, no matter what it may be. 

One key learning from challenges in 2020 is that plans must emphasize speed and flexibility, so you are able to 

quickly adapt to rapid change. It is also essential that leadership and employees are given fact-based information 

and tested alternatives to enable real-time decision making. This integrated, comprehensive approach will help build 

long-term operational resilience and prepare the credit union organization for any future disruption.

Clearly, there is a lot at risk without business resilience planning.  It is critical to give everyone a reason to get 

involved and play their part in business resilience. It is to your advantage to adopt a long-term view of business 

operations and investments. 

Business Resilience

Planning Guide & Checklist

Ma na ge Risks in a n Er a  of  Uncer ta inty

Business challenges have provided organizations 

an opportunity to reclaim and reinvigorate business 

resilience planning.

While there is no one correct way to perform 

resilience planning; it is important to continuously 

improve the plan by incorporating lessons learned.

Critical Building Steps

Establish a core vision that is tailored 

to your credit union’s specific business 

objectives, priorities, existing future 

state business models. Recognize and 

understand the vulnerabilities and 

potential business impact.

Focus must go beyond vision and 

theory; you need application. 

Operational resilience can be 

strengthened by identifying the 

potential events that could affect your 

business, grading risks according to 

the impact, and then implementing a 

strategy to mitigate and manage risks.

Finally, your employees are crucial to 

the resilience of the credit union. 

Providing people with the tools and 

skills required to adapt to change will 

contribute to improved resilience

Foster a Resilient Culture

Develop Resilient 

Team Members

Revisit Strategic Objectives

and Business Model

Assess Risk and Identify 

Potential Disruptors

Measure Effectiveness 

through Testing



Developing purpose statements is a really good way to kick this 

process off and helps to create a little more clarity about what the 

event will entail. 

What should a purpose statement include or sound like:

 To raise awareness and understanding of threats 

 To review preparedness for a high impact events (Pandemic) with 

focus on evaluating the critical functions and ability to ensure 

business continuity

 To provide an opportunity to discuss and explore key issues, using 

a structured scenario loosely based on real life events 

 To identify strengths and areas needing improvement with regards 

to a particular event / scenario 

 Opportunity to practice a response so that in a live situation it is not 

the first time

 As a training mechanism to improve team member response 

capabilities 

 To identify gaps in existing plans 

 Characteristics unique to your organization; geographical, 

logistical, demographical, etc. 

Developing a Purpose Statement(s)
• Velocity and duration of threat outran 

plan concepts.

• The organization’s reliance on third-

party service providers which ran into 

similar business resilience issues. 

Alternatives were not readily 

accessible.

• Plans did not address major issues 

which were peripheral to work, 

including home schooling, at-risk 

relatives, and the psychological effect 

of working remotely.

• Plans often considered only one 

location being uninhabitable, and not 

all locations due to Federal, state and 

local government orders.

• Employee supply and equipment 

needs for a home office environment 

was lacking; which was also impacted 

by a supply and demand problem.

• Address multiple concurrent threats -

natural disasters, widespread power 

or technology outages, civil or political 

unrest, and other events that threaten 

business operations on a large scale.

• Many found it important to share data 

and our plan updates weekly or even 

daily to continuously monitor an 

evolving and highly uncertain 

environment. 

Most evident and challenging 

components from 2020
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 Key Performance Indicators / Key Success Indicators or metrics for 

measuring results

 Funding limits – how much should a planning exercise cost

 How will recommended revisions to current plans, policies, and 

procedures be communicated

 Encourage open and honest dialogue and feedback throughout the 

exercise

 Participants should feel free to ask questions to one another and 

challenge each other’s assumptions

 No one will be singled out or punished for what they say during the 

exercise

 Make a commitment to act on the lessons learned during the 

planning and testing stages

 Set realistic follow up timelines

Setting Expectations

During a CUNA Mutual Group peer risk management workshop, these 

planning components were identified to build out this Business 

Resilience Planning Guide and Checklist.



 Document Review 

 Pandemic Plan 

 Business Resilience / Continuity Plan 

 Budget 

 Risk Assessments 

 Business Impact Analysis 

 Prior test results 

 Action / implementation plans from prior test 

 New / Emerging threats 

 Regulatory Changes that could influence our ability to respond

During a document review, assigned team members will review plans, procedures and other related business 

policies to seek out weaknesses or missing components in the documents. After an initial review, hold a discussion 

session to discuss any issues that were identified, and answer questions or concerns brought forth. 

In addition, you should:

 Identify key functions and critical processes that should be tested

 Prioritize critical disrupters to core functions – like the potential convergence of events

 Ensure current service levels can be maintained and determine maximum allowable downtimes

 Evaluate the organization’s reliance on third-party service and supply chain providers and identify alternatives in 

case of loss of these providers

 Evaluate work digitization to ensure that employees can access what they need remotely

Review Considerations
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For more information on business resilience:

Business Resiliency: Lessons Learned

Tabletop Training Exercises

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_bizresiliency2020.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_disaster_planning_testing.pdf?la=en


This is where the fun begins, and planners can get creative. A few 

things that you should keep in mind as you start planning for your next 

tabletop scenario, while the scenario is the centerpiece of the exercise 

it is not the only document you will prepare in advance of the event.

The scenario makes the difference by introducing key events that 

occur during the disaster. Choosing the right scenario can make an 

otherwise mediocre exercise a memorable and valuable experience for 

the participants and the credit union.

 Set-up initial scenario. The scenario should be relevant, timely, 

and realistic to all offices. In fact, you may want to consider 

different scenarios for different office types or branch locations.

 Share immediate impact and consideration within your 

scenario description:

• Event type(s) that has caused the disruption

• How and when it was discovered / reported

• Extent of damage to the credit union (lobby closures, need for 

remote work) and anticipated period of unavailability

• Extent of damage to equipment / contents, including timeframe 

for replacement or repair

• Effect on other facilities, surrounding geography, voice and data 

communications, personnel, etc. 

Testing the plan can be considered a disruptive, tedious and therefore 

dreaded activity. However, generating buy-in and getting proper 

engagement can go a long way in helping to ease the burden.

 Develop probing questions for the facilitator to generate team 

engagements. Some key questions to consider:

• How should we coordinate actions around this situation? 

• Are the roles and responsibilities in response to this event clear? 

• What is your strategy for sharing information and advice with 

personnel at this time? How will this be operationalized? 

• What policies or directives can be put in place to enable alternate 

work modalities? 

• Which key business functions might be impacted in the short-

term (2-3 weeks) and how? 

• What steps can be taken to minimize or manage this? 

• Can remote workers perform their work as multiple disaster 

events occur simultaneously?

• Have we thoroughly conducted an evaluation of third-party 

service providers that contribute to critical business services?

Scenario Development

Introducing Unscheduled Triggers

Create and inject additional variables that 

are unexpected disruptors that test the 

team’s ability to think on your feet.

 Limit initial information to allow for 

genuine shock

 Include 1-3 roadblocks that are designed 

to further escalate or divert resources 

and focus 

 Have variables planned out and 

delivered at specific times during the 

exercise 

 These variables should be unknown by 

the participants. Remove key decision-

makers from scenarios to allow for 

succession stressing and pressurized 

decision-making

 Use misinformation or don’t allow verbal 

communication amongst some team 

members as timely decisions can often 

be impacted by inaccurate or incomplete 

background information

Testing your plan can 

be a sure-fire way to 

find the gaps in your 

business resiliency 

plan prior to an 

interruption.
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List all employees participating in the test and their primary responsibilities – facilitator; participant; observer; 

evaluator. In addition to identifying people, it is important to help clarify roles, responsibilities, and gain their 

commitment to be an active participant. No matter the role, you should work to establish an interactive “no fault” 

environment that promotes creativity and free thinking.

Key Characteristics

Risk & Compliance Solutions 800.637.2676  riskconsultant@cunamutual.com

This resource is for informational purposes only. It does not constitute legal advice. Please consult your legal advisors reg arding this or any other legal issues 

relating to your credit union. CUNA Mutual Group is the marketing name for CUNA Mutual Holding Company, a mutual insurance ho lding company, its 

subsidiaries and affi l iates. Insurance products offered to financial institutions and their affil iates are underwritten by CUMIS Insurance Society, Inc. or CUMIS 

Specialty Insurance Company, members of the CUNA Mutual Group.

2021 CUNA Mutual Group Proprietary and Confidential. Further Reproduction, Adaptation, or Distribution Prohibited.
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Participants & Roles

Facilitator Participant Observer Evaluator

• Engaging 

• High energy 

• Disciplined 

• Good presenting and 

facilitating skills 

• Comfortable with 
technology 

• Ability to remain 

neutral

• Representation from all 

key functional areas 

• Knowledgeable about 
their area and process

• Vocal

• Willing to step outside 

comfort zone 

• Security officers and 
facility managers

• Passive role

• Attention to detail 

• Ability to document 

thoughts and notes

• Good understanding of 
broader credit union 

operations 

• Knowledgeable of CU 

goals and objectives  

• Analytical

• Decision-makers

• Understands the 
guidelines set forth 

during planning 

Logistics

A well-performed test will help to identify documentation errors, oversights, missing information, or other 

consistencies; however, there are also several logistical planning components that must also be planned for. 

Consider these logistical items:

 Scheduling and Lead Time 

 Potential Conflicts

during business hours or after hours

 Secure Room / location availability 

 On-site: board room or break room

 Offsite to minimize distractions

 Time allowance for breaks and lunches

 Access to use / test necessary technology

 Laptops, tablets, mobile devices, WiFi, Hot Spots, 

Projector & Screens

 Other materials – flip charts; markers; sticky notes

 Other materials – printed plans, scenario packet or 
playbook, presenter slides, food & beverages

 Include time for a feedback debrief

Finding ways to improve resilience rather than simply responding to problems as they emerge

Increased variability in the environment requires greater flexibility in business resiliency processes, implying a shift 

from rigid, prescriptive processes to more fluid processes that are sensitive to more rapidly changing conditions. Your 

focus must cultivate a flexible and resilient culture that can respond to upheaval with a business-as-usual approach.


