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Ransomware Risks Drive the Need for 

Critical Cyber Loss Controls 
The ransomware business is booming and could be bringing in billions for some of its 

top players according to a Financial Crimes Enforcement Network (FinCEN) report. 

The report found suspicious ransomware-related payment transactions totaled around 

$590 million from January 2021 to June 2021. In addition to extortion demand 

increases, ransomware has grown in both frequency and severity. A ransomware 

incident is one of the most disruptive and costly attacks your credit union can suffer. 

As a result, the cyber insurance marketplace is changing at a rapid pace with 

increased scrutiny for loss controls being in place during the underwriting process. 

Details
It’s a mind-boggling figure. FinCEN came to the $590 million by finding wallets linked 

to payments to the top ransomware programs, then analyzing their outgoing 

transactions. And it’s likely an incomplete amount. The analysis only covered Bitcoin, 

and there’s also been an increase in hackers asking for alternative cryptocurrency.

The government has been working to clamp down on this vicious cycle. In fact, the 

Department of Justice set up a team to investigate cryptocurrency-related crime.

In the last two years, ransomware actors have shifted from primarily big-game hunting 

to targeting mid-size organizations with 78.3% of attacks impacting businesses with 

11 to 1,000 employees (Coveware Quarterly Ransomware Report – Q3, 2021) – in 

addition to demanding bigger payouts to maximize their return on investment. 

Some ransomware actors have also diversified their revenue streams using a 

ransomware-as-a-service (RaaS) business model in which ransomware creators sell 

user-friendly ransomware kits on the Dark Web or outsource ransomware distribution 

to affiliates in exchange for a percentage of the ransom. This lowers the technical 

expertise needed to carry out an attack. 

If the trends keep up, hackers could make more from ransomware this year than they 

did in the past decade.

Impact on Credit Unions

In the credit union marketplace, bad actors continue to exfiltrate data from credit union 

systems, forcing credit unions to make tough decisions regarding paying ransoms, 

take on obligations and costs to notify members, and incur costs associated with 

credit monitoring.

As a result, the cyber insurance marketplace is changing at a rapid pace with 

increased scrutiny in the underwriting process. There’s no foolproof way of preventing 

ransomware attacks from occurring; however, all too often ransomware can be 

avoided with the right IT security and risk management procedures. 

Facing risk challenges?

Schedule a free personalized discussion 

with a Risk Consultant to learn more 

about managing risk.
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https://www.fincen.gov/sites/default/files/2021-10/Financial%20Trend%20Analysis_Ransomware%20508%20FINAL.pdf
https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/


Credit unions should strongly consider these loss controls: 

• Pre-screen emails for potentially malicious attachments and links.

• Use Advanced Threat Protection if Office 365 is used.

• Activate and enforce multi-factor authentication for all remote desktop and VPN 

connections, all privileged accounts, and all email accessed through a web app on 

a non-corporate device. 

• Educate employees and conduct phishing training for all staff on at least an 

annual basis.

• Keep all systems including hardware, mobile devices, operating systems, 

software, cloud locations, and content management systems (CMS), patched 

and up-to-date. Ensure critical and high severity patches are deployed across the 

enterprise within two months.

• Ensure all backups are encrypted regularly and kept separate from your 

network or in a cloud service designed for this purpose. Routinely test backups for 

data integrity.

• Apply the principles of least privilege and network segmentation. The end 

user should be given only the privileges necessary to complete tasks related to 

their role in the credit union. If an employee does not need an access right, the 

employee should not have that access right. 

• Vet and monitor third parties that have remote access to the credit union 

network and connections to third parties. Ensure they are diligent with 

cybersecurity best practices.

In addition, credit unions that are Beazley cyber insurance policyholders should also 

consider cyber services that can assist with loss mitigation efforts – such as 

ransomware hardening assessment (Lodestone Security); anti-phishing tools and 

training (KnowB4); identity and access management (RSA SecurID Access); and email 

security (FireEye). Beazley offers credit unions policyholders these services at a 

discount.

Access CUNA Mutual Group’s Protection Resource Center at cunamutual.com for 

exclusive risk resources, RISK Alerts, and on-demand webinars (User ID and 

Password required).

Check out these specific resources:

• Ransomware Risk Overview

• Ransomware: Things to Know Checklist

• Fraud & Scams eBook

• Two-Factor Authentication Risk Overview

Risk Prevention Resources
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Insurance products offered to credit unions are underwritten by 

CUMIS Insurance Society, Inc., a member of the CUNA Mutual 

Group. This RISK Alert is intended solely for CUNA Mutual Group 

Fidelity Bond policyowners to prevent fraud losses. Any further 

distribution of this information could subject you to liability under 

common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 

experience in the credit union, insurance, and risk management 

marketplace. It is intended to be used only as a guide, not as legal 

advice. Any examples provided have been simplified to give you an 

overview of the importance of selecting appropriate coverage 

limits, insuring-to-value, and implementing loss prevention 

techniques. No coverage is provided by this resource, nor does it 

replace any provisions of any insurance policy or bond. Please 

read the actual policy for specific coverage, terms, conditions, and 

exclusions.

Risk Mitigation Tips
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Access the Protection Resource 

Center for exclusive resources:

• Loss Prevention Library 

for resources & checklists

• Webinars and Education

• RISK Alerts Library

• Report a RISK Alert

The Protection Resource Center requires a User ID and Password.

Get up-to-the-minute information and proven guidance by taking in a live Risk 

Management webinar, office hours, or risk forum. Each session is focused on 

emerging risks and loss trends impacting credit unions and you gain actionable insights 

and resources that you can use. Check out the 2022 Risk Management Virtual Events 

Schedule.

http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/ransomwareriskoverview_05172017.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_ransomware_checklisttoknow_072021.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_fraudscams2021_ebook.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_twofactorauth_20210401.pdf?la=en
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/loss-prevention-library
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/webinars-and-education
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/risk-alerts-library
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKALRT
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/webinar_schedule__media_file__da_461035__2.pdf?la=en

