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Security experts are reporting a potential increase in ransom attacks for the 

foreseeable future. As ransomware tools and deployment methods advance, criminal 

groups have launched more targeted attack campaigns resulting in increased paid 

ransom demands. Beazley reports ransomware claims increased 239% from 2018 to 

2019, while the average ransom payment in Q2 2020 was $178,254, a 60% leap from 

Q1, according to Coveware.

Credit unions should continue efforts to secure their data caches, but also be aware of

a recent US Department of the Treasury's Office of Foreign Assets Control (OFAC) 

and Financial Crimes Enforcement Network (FinCEN) advisory related to ransomware, 

potential sanctions, and anti-money laundering risks of facilitating ransomware 

payments for their members.

Access CUNA Mutual Group’s Ransomware & Cyber Threats Overview for more info.
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Details
Ransomware developers and affiliates have been telling victims that they must pay 

the ransom or stolen data and internal company secrets would be publicly released. 

Unfortunately, six and seven-figure demands have become routine among 

ransomware attacks. Credit unions need to be looking out for ransomware techniques. 

These cyber attacks have no boundaries and are truly a global issue. Ransomware 

has grown in frequency and severity and extortion demands have risen significantly. 

In fact, ransomware payments in 2019 were three times as large as 2018 and four 

times more extortion demands were paid than in 2018, according to incidents 

reported to Beazley for US based middle market and private enterprise companies.

An expected increase in targeted ransomware attacks that employ a “pay-or-get-

breached” methodology, intensify the threats of data exposure, potential regulatory 

compliance issues, and disruption for victimized credit unions. As these affected 

organizations become more inclined to pay demands in order to bring their systems 

back online, they are also likely to incur scrutiny by government agencies over 

concerns that the funds will land in the hands of entities on U.S. sanctions lists. 

While the most identified infection points remain phishing emails, corrupt attachments, 

and weak remote desktop protocols (RDP); unpatched systems, extensive reuse of 

passwords and a lack of multi-factor authentication has also contributed to the 

increase in successful entry. 
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https://www.cunamutual.com/resource-library/Credit-Union-Protection/Feedback/no-not-helpful?utm_source=cunamutualcom&utm_medium=feedback&utm_campaign=CUP-PRC_RiskAlert-Ransomware-11052020


There’s no foolproof way of preventing ransomware attacks from occurring; however, 

all too often ransomware can be avoided with the right IT security and risk 

management procedures.

Credit unions should consider these mitigation tips:

• Keep all systems including hardware, mobile devices, operating systems, software, 

cloud locations, and content management systems (CMS), patched and up-to-date. 

• Activate two-factor / multi-factor authentication (2FA/MFA) on all systems —

including managed service provider software platforms, administrator systems, and 

end-user systems wherever possible. 

• Backup data regularly and verify the integrity – ensure backups are not connected 

to the computer or networks that are being backed up (i.e. securing backups in the 

cloud or physically storing offline). 

• Apply the principles of least privilege and network segmentation.

• Provide frequent social engineering and phishing training to employees so they are 

your first line-of-defense.

• Vet and monitor third parties that have remote access to the credit union network 

and connections to third parties. 

• Credit unions who may facilitate ransomware payments for commercial or 

consumer members should familiarize themselves with FinCEN’s Advisory 

(October 1, 2020) and  list of 10 financial red flag indicators to assist in detecting, 

preventing, and reporting suspicious transactions associated with ransomware 

attacks. 

• Consider cyber services that can assist with your loss mitigation efforts such as 

KnowBe4’s anti-phishing tools and training; RSA’s SecurID Access solution; 

FireEye Email Security; and OKTA’s market-leading multifactor authentication tools. 

Many of these services are discounted for CUNA Mutual Group and Beazley 

policyholders.

Access CUNA Mutual Group’s Protection 

Resource Center at cunamutual.com for 

exclusive risk resources to assist with 

your loss control. The Protection 

Resource Center requires a User ID and 

password.
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Insurance products offered to credit unions are underwritten by 

CUMIS Insurance Society, Inc., a member of the CUNA Mutual 

Group. This RISK Alert is intended solely for CUNA Mutual Group 

Fidelity Bond policyowners to prevent fraud losses. Any further 

distribution of this information could subject you to liability under 

common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 

experience in the credit union, insurance, and risk management 

marketplace. It is intended to be used only as a guide, not as legal 

advice. Any examples provided have been simplified to give you an 

overview of the importance of selecting appropriate coverage 

limits, insuring-to-value, and implementing loss prevention 

techniques. No coverage is provided by this resource, nor does it 

replace any provisions of any insurance policy or bond. Please 

read the actual policy for specific coverage, terms, conditions, and 

exclusions.

Risk Mitigation Tips

Risk & Compliance Solutions  800.637.2676  riskconsultant@cunamutual.com

Facing risk challenges?

Schedule a free personalized discussion 

with a Risk Consultant to learn more 

about managing risk.

Additionally, ransomware operators are placing more effort towards remaining 

undetected on a breached network - commonly referred to as dwell time. Increased 

dwell time provides threat actors with opportunities to escalate hijacked privileges 

while searching for data caches of sensitive information that can be exploited. The 

average dwell time is 43 days for ransomware according to Infocyte.

FinCEN’s Advisory on Ransomware (FIN-2020-A006)

On October 1, 2020, the US Department of the Treasury's Office of Foreign Assets 

Control (OFAC) and Financial Crimes Enforcement Network (FinCEN) published a 

ransomware advisory, potential sanctions. and anti-money laundering (AML) risks of 

facilitating ransomware payments. 

Cyber criminals almost never identify themselves, and cryptocurrency has become 

their preferred method of payment. Victimized organizations making such payments 

are generally forced to do so without a clear understanding of the recipient. Such 

conduct potentially exposes the victim, and third-party service providers (including 

financial institutions like credit unions), to violations of and obligations under U.S. 

sanctions and/or AML laws. 

http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_ransomware_ebook.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_ransomware_response_prevention_checklist.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_cyberliability2020.pdf?la=en
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
https://www.infocyte.com/wp-content/uploads/infocyte-Q2_2019_mid-market_threat_IR_report.pdf
https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf

