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Fraudsters have been using stolen identities to file for unemployment benefits in 
several states according to the Secret Service. The fraud network is believed to consist 
of hundreds of money mules creating potential losses in the hundreds of millions of 
dollars. Several credit unions have reported that members are receiving ACH deposits 
representing unemployment benefits – possibly after being recruited as money mules.
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Details
An international fraud ring is taking advantage of the current pandemic by using stolen 
identities to file for unemployment benefits. The State of Washington unemployment 
program has emerged as the primary target with individuals residing out-of-state 
receiving ACH deposits from the State of Washington Unemployment Benefit 
Program. The ACH deposits contain names that don't match the accounts to which the 
funds are deposited. The Seattle Times reported that Washington state officials 
stopped unemployment benefit payments for two days after they found that fraudsters 
siphoned $1.6 million in unemployment benefits.

The Secret Service indicates that other states are also being targeted including Florida, 
Massachusetts, North Carolina, Oklahoma, Rhode Island, and Wyoming. All states are 
at risk as this fraud network is believed to be made up of hundreds or possibly 
thousands of money mules with potential losses soaring in the hundreds of millions of 
dollars. 

Your feedback matters!
Was this RISK Alert helpful?

Vote Yes Vote No

Several states continue to be targeted by fraudsters filing for unemployment benefits 
using stolen identities. The fraudsters recruited money mules, including credit union 
members, to receive the unemployment benefits via ACH. The Secret Service has 
been working to recover the fraudulent unemployment benefits paid via ACH; however, 
some credit unions have incurred unnecessary losses by returning the full amount of 
fraudulent unemployment benefits deposited to the money mule accounts rather than 
returning whatever is left in the accounts.

If you receive a warrant from the Secret Service or other law enforcement 
agency requesting a return of funds from money mule accounts, you should 
only return whatever is left in the accounts. 

Update: Unnecessary Losses Incurred 
from Unemployment Benefits Fraud
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Consider these risk mitigation tips:

• To assist states in recovering the fraudulent unemployment benefits, manually 
review incoming ACH credit entries to identify name mismatches. If names don’t 
match the names on member accounts, the entry should be returned using return 
reason code R03. 

• Discuss with members receiving the illicit funds about their involvement in the 
scam. Close their account, if necessary. 

• If you believe members (money mules) may have received these ACH deposits, 
contact the nearest U.S. Secret Service field office.

• If necessary, file a suspicious activity report (SAR).

Access CUNA Mutual Group’s Protection Resource Center at cunamutual.com for 
exclusive risk resources to assist with your loss control. The Protection Resource 
Center requires a User ID and password. 

Risk Prevention Resources

Interested in learning more about emerging risks? 
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Insurance products offered to credit unions are underwritten by 
CUMIS Insurance Society, Inc., a member of the CUNA Mutual 
Group. This RISK Alert is intended solely for CUNA Mutual Group 
Fidelity Bond policyowners to prevent fraud losses. Any further 
distribution of this information could subject you to liability under 
common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 
experience in the credit union, insurance, and risk management 
marketplace. It is intended to be used only as a guide, not as legal 
advice. Any examples provided have been simplified to give you an 
overview of the importance of selecting appropriate coverage 
limits, insuring-to-value, and implementing loss prevention 
techniques. No coverage is provided by this resource, nor does it 
replace any provisions of any insurance policy or bond. Please 
read the actual policy for specific coverage, terms, conditions, and 
exclusions.

Risk Mitigation Tips

Risk & Compliance Solutions  800.637.2676  riskconsultant@cunamutual.com

Access the Protection Resource 
Center for exclusive resources:

• Loss Prevention Library 
for resources & checklists

• Webinars and Education

• RISK Alerts Library

• Report a RISK Alert

The Protection Resource Center requires a User ID and Password.

Facing risk challenges?
Schedule a free personalized discussion 

with a Risk Consultant to learn more 
about managing risk.

Several credit union have reported that members are receiving ACH deposits 
representing unemployment benefits primarily from the states of Washington, Maine, 
and Massachusetts. Some members received multiple ACH deposits. According to 
these credit unions, names on the incoming ACH entries do not match the name on the 
member accounts. Likely, members were recruited as money mules to transfer the 
deposited funds to the fraudsters.

Fraudsters can have the unemployment benefits loaded directly to a P2P app, such as 
Venmo or Cash App. Then, they can transfer the funds to money mule accounts. One 
credit union reported receiving multiple deposits to member accounts in this manner.

Another credit union reported that the Secret Service has seized the illicit funds from 
member accounts by issuing warrants. However, the amount seized is whatever is left 
in the account rather than the entire amount of the payments originally credited. 

Under NACHA Rules, credit unions as receiving depository financial institutions 
(RDFIs) of incoming ACH deposits (ACH credits) are not required to match the name 
contained in the incoming ACH entry to the name on the account.

https://www.secretservice.gov/contact/field-offices/
http://www.cunamutual.com/prc
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/loss-prevention-library
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https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/risk-alerts-library
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKALRT
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/

	Slide Number 1
	Slide Number 2

