
Three Zones of Emerging Risks

Risk Overview

Emerging Risks On The Radar

An emerging risk is typically introduced as a systemic 
issue or business function that either has not previously 
been identified, has recently become more aggravated or 
intense, or has been identified and hung around for an 
extended period of time or become dormant.

These three zones – New, Evolving, and Well-Known –
of emerging risks can significantly impact credit union 
financial stability, disrupt business strategy, and damage 
your reputation. 

• New risks are recently introduced or unforeseen 
altogether. Think of risks related to the use of drones 
or autonomous vehicles – these threats provide little 
certainty and difficult to understand the significance.

• Evolving risks are not always new but are impacting 
more credit unions as time goes on. Risks related to 
ransomware or executive impersonation fraud are 
examples. It is important to know the tipping point and 
your level of preparedness.

• Well-known emerging risks would be something like 
employee fraud and dishonesty where credit unions are 
seeing more frequency, more severity (as it relates to 
dollars), and typically take a longer time to uncover.

Of course, some risks can be well-known, such as the 
Americans with Disability Act; but, have shifted back to 
evolving with new twists – like the introduction of demand 
letters and legal action related to website accessibility.

Categorizing Emerging Risks

Managing Risk
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When risk management is effective,
typically nothing bad happens. 

But, if you’re blindsided by a problem, 
your credit union reputation takes the hit. 

Don’t let not knowing which emerging risks 
are around the corner take the blame.

Unforeseen
Recently introduced to industry

New

Increased implications
Migrating more broadly

Evolving

Incidence & impact
Becoming more aggravated

Well-known

Some emerging risks are considered repeat 
offenders, while others are introduced for the first 
time. Virtually every aspect of your credit union 
business poses some type of risk. 

However, we all deal with risk differently – some 
ignore it; some deal well with more familiar risks, 
but fail to recognize new threats; and, others 
handle existing and emerging risk well.



Emerging Risks On The Radar

Interested in learning more about managing risk and handling compliance issues?
Contact CUNA Mutual Group Risk Consultants at 800.637.2676 or riskconsultant@cunamutual.com

Rise above your risk by making confident decisions.

When considering an emerging risk framework, you must be sure that you’re not doing something 
that could put your long-term viability in jeopardy. You need to ask yourself if there’s a new level of scrutiny
that your organization now needs to apply.  Because, as you grow in assets, geographically, employee size, 
functions, processes, and within your membership base…more eyes are on you. Those eyes can include 
competitors, regulatory agencies, consumers, your current and potential employees, and fraudsters. All paying 
attention to your next moves or possible lack there of. 

Keeping ahead of the complex array of ever-changing risks, compliance issues, and industry regulations takes a 
team. While each credit union has it’s own unique risk footprint, the CUNA Mutual Group Risk & Compliance 
Consultants have identified these emerging risks and trends that should be on your radar. 
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Understand risks that 
result from an increasingly 
complex regulatory 
environment.

Monitor developments in 
class action litigation and 
implement strategic 
guidance and tactics to 
minimize potential loss.

UDAAP
ADA & Website 

Accessibility
Discrimination/Retaliation

GDPR
TCPA

#MeToo / Harassment

Internet of Things
Cyber Talent Gap

Social Media
Cryptojacking
Ransomware

Breaches
Branch of the Future

Skimming / Shimming
Social Engineering Fraud

ATM Jackpotting
CEO Email Compromise
ACH / Account Takeover

Online New Account / 
Loan Fraud

Active Shooter Incidents
Employee / Director 

Dishonesty
Vendor Due Diligence

Lending Oversight
Drugs in the Workplace

Technology & Next 
Gen Vulnerabilities

Fraud & Scams Operations & 
Employees

Compliance & 
Litigation

Evaluate the potential for 
technology system failures 
and innovation lag.

Explore the organization’s 
& third-party relationships’ 
infrastructure, access 
controls, and data privacy 
protections.

Address vulnerabilities to 
both external and internal 
fraud and scams.

Assist the organization in 
developing a plan to curb 
risks and implement 
appropriate fraud risk 
response.

Evaluate losses that result 
from inadequate or failing 
processes, control, 
people, or systems.

Ensure supply chain and 
vendor relationships are 
monitored / aligned with 
the risk appetite.R
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Risk Management Process

Interested in learning more about managing risk and handling compliance issues?
Contact CUNA Mutual Group Risk Consultants at 800.637.2676 or riskconsultant@cunamutual.com

Credit unions that stay current on emerging risk trends and 
integrate risk management into their day-to-day business plans 

and operations are more likely to minimize losses.

Manage Pressing Risks in an Era of Uncertainty

Every decision increases, conserves, or erodes value. It is the function of risk and return. Taking ownership of 
identifying emerging risks by broadening discussions, engaging the entire staff, and asking the tough questions 
can help you more confidently safeguard your organization from operational, reputational and legal impacts.

In the credit union marketplace, it appears the role of risk management is rapidly evolving. According to Accenture 
(2013 Global Risk Management Study), risk management was often described within organizations as “the 
department that says no.” Today risk management is characterized more as the department that enables 
successful execution.

As a credit union executive, you should be strategic in all you do and apply a strategic decision-making process 
with risk and compliance in mind. The focus is to establish a risk culture that makes the process go more smoothly 
where the credit union is constantly assessing and managing risk.

Risk Management Process
• Identify Risk or events that when triggered will be the source of or cause problems. Risk identification requires 

knowledge of the organization, the market and environment in which it operates, strengths and weaknesses, 
and the function or processes by which it operates. Review core functions and processes (lending; payments; 
deposits; internal operations; security; and employment practices) to identify and classify risks and exposures.

• Analyze & Measure Risk that have been identified and assessed as to the probability of occurrence and the 
potential severity of loss. Consideration can also be given to trajectory (increasing, decreasing, or staying about 
the same) and velocity (speed on onset) of the risk. During the analysis, you also should prioritize risks.

For example, if you decide to cross the street to the grocery store, there is risk that you could get in a severe 
accident, that is the severity. The chance, or probability of that happening is very slim. You can also draw the 
comparison between two different types of risk.  For example, members stealing pens (very likely but not 
severe) and a natural disaster impacting your branch operations (not too likely but significant severity).  It is all 
about perception of the risk. 

• Implement Loss Control is the next step. Risks should be able to be neutralized or mitigated by some type of 
action. Different strategies require different risk tolerance and require you to adjust the risk management levers 
to reach the risk appetite you’re planning for – finding a balance between managing risks and incurring losses. 
During this critical step, you will determine a plan for each risk: avoid; prevent; reduce; diversify; or transfer the 
risk and to what level. In addition, you can use a combination of these control methods.

• Finance Risk or risk transfer is most often accomplished through an insurance policy. This is a voluntary 
arrangement between two parties, the insurance company and the policyholder. Risk transfer can also be 
accomplished through non-insurance agreements such as contracts.

• Monitor Risk is critical since managing risk is a dynamic and cyclical process. Review the risks identified on an 
ongoing basis and document any actions or events that have positively / negatively changed the risk. During 
the monitoring phase, make any necessary changes or remedial actions to your loss controls.
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Will Blockchain replace Cloud Computing?
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Establishing a Visual and Meaningful Risk Assessment

Risk Matrix

A standard risk plotting exercise based on frequency
and severity of an incident or loss.

Risk Assessment

This risk assessment adds trajectory and velocity. 
Some credit unions like to build in a way to account 
for whether a risk is on the rise or decline and at what 
pace it is moving. Should you do this, consider 
defining point values. 

Risk Heat Map

A risk heat map is a great tool for communicating the
top risks by plotting various risks in terms of potential
severity and probability of occurring. The risks that 
end up in the upper right corner are the risks that
you should be primarily concerned about.

Process Mapping

Mapping out a process is a great way to work cross-
functionally and get staff involved. The process map 
provides a detailed look at a function from A to Z, and 
helps to identify risks and opportunities.

Summary

More and more credit unions are abandoning the reactive or incident-driven approach to adopt more strategic and 
proactive methodologies. Collaborative, holistic, and integrated assessments or frameworks are being incorporated 
as credit unions work to break down barriers. For many, the risk area now assumes a more strategic role and is 
increasingly being recognized as a beacon to help guide future decisions while still mitigating critical risks. It’s more 
about the long-term sustainability now and providing decision-makers with an enhanced understanding of risks that 
could affect the achievement of objectives, as well as the adequacy and effectiveness of current loss controls. 
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