
Global events such as Coronavirus (COVID-19) make it difficult

to execute your credit union’s business resiliency plans. 

These are certainly unprecedented times. Continuing

critical business operations while keeping your members,

employees, and communities healthy and safe can require

changes in business practices.

Unfortunately, risk associated with credit union business

doesn’t go away. In some cases, loss control practices are not top-of-mind. For 

example, some organizations and employees have already become attractive 

targets for cybercriminals. Whether it’s phishing emails, new targeted scams, or 

a change in business practices; this pandemic event has lead to challenging 

times and a number of questions. 

Here are some critical risk topics that some of your credit union peers have 

asked about and that you should also think about when considering to adapt or 

introduce new business practices.

COVID-19 Outbreak
Risk Overview

Managing risk with changing business practices

These are unprecedented 

times; yet, credit union 

leadership remains 

committed to emergency 

preparedness and business 

continuity planning.

While a pandemic crisis can 

create confusion, CUNA 

Mutual Group is dedicated to 

creating open communication 

and helping you stay 

informed on critical risks and 

mitigation tips to assist you in 

getting through this time as 

smoothly as possible.

In addition to this resource, 

follow our Protection 

Resource Center and RISK 

Alerts for additional risk 

insights related to COVID-19 

risks.
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While remote work has its obvious advantages – it also can have its drawbacks 

connected to HR concerns, data security challenges, communication issues, 

and keeping employees on task. 

If you are considering asking employees to use personal mobile and desktop 

devices for telecommuting purposes, your IT department should identify 

minimum standards of security for these devices to access credit union 

networks. In addition, a pandemic situation may also affect telecommunications 

and internet congestion which could severely diminish employee productivity.

Ensure Data Protection - Privacy and security of your member and credit 

union information should be a top priority. 

Avoid FLSA Violations - Monitoring and tracking the number of hours 

employees are working outside of the office – especially those who aren’t 

salaried and are non-exempt.

Provide a Safe Work Environment - Employee health and safety should 

remain a top priority – ensure the environment would be suitable for getting the 

job done without posing undue risks.

Define Availability, Responsiveness & Productivity - Provide clear and 

consistent communication to ensure employees can and do stay on task 

remotely.

For more information about the risks and mitigation tips for remote / flexible work 

engagements, review Flexible Work Arrangements Risk Overview.

Remote / Flexible Work Arrangements

http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/employment-practices/rcs_managing-the-risks-of-flexible-work-arrangements.pdf?la=en


Scams

Coronavirus has been a windfall for fraudsters as they exploit the global thirst for knowledge on the virus. 

Fraudsters have launched Coronavirus-themed phishing attacks to deliver malware – typically credential-

stealing banking Trojans. The phishing emails purport to be from the Centers for Disease Control and the World 

Health Organization. Fraudsters have also created fake websites to exploit Johns Hopkins University’s 

interactive Coronavirus dashboard to spread malware.

CUNA Mutual Group’s RISK Alert published on 3/17/2020 provides additional scam details:

Coronavirus Opens Doors to Scams

Bring Your Own Devices 

Under a Bring Your Own Device (BYOD) program, organizations permit employees to connect their personal 

mobile devices (e.g. laptops, smartphones, and tablets) to the credit union’s networks and systems to complete 

work-related duties. Credit unions must weigh the benefits and risks. Mobile devices are among the most 

vulnerable pieces of technology because they're easily exploited, can be quickly compromised by hackers, and 

open your credit union and confidential data to security risks.

For more insights on BYOD, check out these CUNA Mutual Group resources: Bring Your Own Device 

Suggested Practices & Policy Template and Mobile Device Risks & Security Risk Overview

Network Access

Unforeseen circumstances can get in the way. And, as many of organizations are adjusting teleworking 

environment, it can present challenges and issues with access to the Internet and phone connections – most 

likely due to the increased remote work and stress it places on various networks due to overcrowding.

Cybersecurity & Working Remote

COVID-19 Outbreak Risk Overview

With a remote workforce, privacy and security of member and credit union 

information should be a top priority. Additionally, remote workers should be 

provided with all the equipment needed to do their jobs. Your policy should 

state that equipment needed will be offered to remote workers. If you choose 

not to offer equipment to your remote employees, be sure that is clearly 

outlined. Consider these mitigation tips:

• Require anyone who uses their computer on public Wi-Fi to use a Virtual 

Private Network (VPN)

• Enable two-factor authentication, where available

• Protect data on personal computer by encrypted hard drives

• Require that every employee follow established data governance protocols

42 percent o f  f i n a n c i a l  o r g a n i z a t i o n s  

e x p e r i e n c e d  a  s e c u r i t y  b r e a c h  i n v o l v i n g  m o b i l e  d e v i c e s  

d u r i n g  t h e  p a s t  y e a r .
Source: 2019 Verizon Mobile Security Report

Other Cybersecurity Risks

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/20200317_awareness_coronascams.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_bring_your_own_device_policy.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_mobiledevices_and_securityrisks.pdf?la=en


Considerations for Remote Staff and Teleworkers
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Human Resource Concerns

 Ensure the employee handbook includes any special rules, policies, or procedures for telecommuting including the 

preservation of confidential data.

 Is organizational property such as equipment and property, like computers and printers, used for work-related 

activities only?

 Have employees acknowledge that they understand the computer and other equipment should be returned 

undamaged within a 24-48-hour period should the employment relationship end.

 Confirm decisions are based on nondiscriminatory business reasons when deciding which employees will be 

allowed to work at home.

 Hold team meetings or “watercooler discussions” regularly to foster connectivity with remote staff.

Data Security Concerns

 Are employees allowed to use home computers or credit union-issued laptops for work purposes?

 Ensure the requirements for home networks are known and followed – like require a VPN (Virtual Private Network) 

to access the credit union’s internal systems.

 Have employees been authenticated for accessing the credit union’s network - tokens or one-time passwords.

 Ensure employees secure their home broadband network

 Are staff allowed to access sensitive data on their mobile phones? Prohibit employees from using public Wi-Fi to 

connect to the credit union’s network using their personal devices, unless employees access these systems using a 

virtual desktop or through a VPN

 Ensure up-to-date antivirus software for mobile devices, require passwords, and prohibit downloading and storing 

sensitive credit union and member data.

 Require encrypting email and data contained in attachments if it contains sensitive data. 

 Establish policies for reporting stolen or lost devices including USB and external hard drives.

 Establish minimum security requirements for paper and hardware.

 Require staff who are issued equipment to sign an acknowledgement agreeing to security procedures.
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When temporarily closing a branch location, you should consider 

having the flexibility to transfer work to alternate workplaces, 

cross-train staff, realign work for each function and for critical 

roles, and leverage remote work capabilities.

If you don’t have a specific safety plan that addresses 

pandemics or infectious disease events, follow your business 

resiliency approach for closing branch locations.

• Deplete cash-on-hand if possible; however, be sure to follow 

appropriate cash transportation, storage, and vault / ATM 

guidelines. Refer to the Currency & Vault 

Specifications/Storage & Transportation Guidelines.

• Communicate changed office hours, closings, and alternate 

locations through signage, websites, and social media.

• If a member cannot conduct business at another branch, 

ATM, or through the drive-thru; encourage members to call to  

schedule an on-site lobby appointment.

If you are maintaining limited lobby access:

• Ensure you have documented opening/closing procedures 

that can be adapted with limited staff. Refer to Opening and 

Closing Procedures Risk Overview.

• Consider handling cash with gloves to minimize illness.

• Encourage frequent and thorough cleaning / disinfecting of 

high-touch areas such as teller counters, bathrooms, 

doors/door handles, railings, and member stations. 

• Provide access to tissues and hand sanitizer throughout 

locations. Waste bins should be emptied frequently.

Note that Property and Extra Expense coverages do not apply 

as a direct physical loss or damage from a covered cause of 

loss is required. Unfortunately, an office closure or temporary 

relocation due to COVID-19 would not meet that requirement.

Branch Closings / Limited Lobby Access
Should our credit union consider hiring an 

armed security guard?

The decision to hire a third party armed guard 

service should not be taken lightly and all 

avenues should be explored as you may be 

increasing your liability should anything go 

wrong.

If your credit union pursues the hiring of an 

armed guard, you should notify your insurance 

underwriter. Armed guards can pose a significant 

risk in hostile situations. The presence of armed 

guards during a robbery or active shooter 

incident substantially increases the likelihood of 

a violent event.

As you contemplate hiring an armed security 

guard from a third party service, you’ll want to 

determine the purpose and scope of duties. 

Key Considerations if Hiring an Armed Guard

• Have a written contract with the security guard 

service which contains an indemnification -

hold harmless clause. Always review your 

contract with the security guard service to see 

what the armed guard expectations are and 

modify if necessary.

• Ensure the security guard service carries 

current general liability insurance - find out 

what the occurrence per limit is and request a 

copy of the certificate.

• Determine if the armed guard will be stationed 

in the lobby, stay in a marked car, patrol the 

perimeter, or a combination.

• Identify if the armed guard will be required to 

be present during your opening and closing 

procedures.

• Stagger breaks and lunches so anyone casing 

the credit union will not pick up on patterns.

• Determine if the armed guard will be a 

component of the visitor processing.

When hiring an armed guard, require he/she to 

wear a uniform, hold proper license and training 

as required by local or state regulations, and be 

employed by a security guard service.

When considering cash limits, storage and transportation, it is 

critical that your credit union follow the currency vault  and ATM 

specifications and security requirements. These specifications 

are based on security equipment, UL ratings for vaults / money 

safes / ATMs, alarm systems, and more. The Currency & Vault 

Specifications/Storage & Transportation Guidelines can help 

guide your credit union. 

To address specific risks or concerns, consider scheduling a 

virtual consultation with a CUNA Mutual Group Risk Consultant 

at 800.637.2676 or riskconsultant@cunamutual.com. 

Cash Limits, Storage & Transportation

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/internal-controls/currency_vault_specifications__media_file__da_1067734__2.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/robbery-burglary/rcs_opening_and_closing_procedures_overview.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/internal-controls/currency_vault_specifications__media_file__da_1067734__2.pdf?la=en
mailto:riskconsultant@cunamutual.com


While allowing children in an office environment may seem to make 

sense; some office work areas differ greatly and can be illogical and 

introduce more risk. Credit unions should carefully evaluate their 

policies for allowing children in the workplace. 

These situations may pose additional risk for infection to employees 

and the child, along with generating additional employment, safety 

and legal issues and risks to consider:

• Security / safety

• Liability

• Job performance and productivity of employees

• Employment practices such as discriminating or excluding certain 

business areas from bringing in in children

• Reputational harm

• Potential impact on your insurance policy. Notify your CUNA 

Mutual Group account team to discuss program risks including 

potential exclusions to insurance coverage.

Children in the Workplace
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Discuss with your plans of allowing children in the workplace with legal counsel, including identification of any state or 

local health-related laws. Credit unions should also have a written, board-approved policy and written procedures that 

employees and volunteers must follow regarding children in the workplace. 

A written, board-approved policy and detailed procedures for children in the workplace should include:

 Ensure your program includes details related to employee eligibility, age of child (minimum and maximum), 

alternative care providers, locations and space availability, proper diaper disposal, designated breastfeeding areas, 

illness, baby-free zones, and emergency procedures

 Length of time children are allowed at work (i.e. full day or part of the day)

 Location restrictions (home office only, all branches, limited branches)

 Identify appropriate and inappropriate places for children to be throughout the day (i.e., you may restrict vault 

privileges, loan interviews with members, etc.)

 Be mindful / accommodate special dietary needs, such as allergies, diabetes, etc.

 Communicate exceptions (if any) for employees without children who would like to bring in a niece or nephew

 Review emergency procedures to ensure children on-site remain safe. Don’t lose sight of credit union policies to 

ensure safety

 Be sure not to discriminate or exclude, for example:

 Not allowing certain departments or business areas of the credit union to bring children (i.e., front-line staff)

 Restricting certain branch locations from bringing children

 Employees with children outside of your identified age limits

 Accommodations for children with disabilities and/or special needs

 Understand that having a child play area could also expose the credit union to liability in case a child gets injured
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Vendor Due Diligence

While standard business continuity plans often include provisions for vendor services, these critical service providers 

will likely suffer similar levels of absenteeism and reduced levels of operations during a pandemic. Given the 

criticality of vendor relationships, credit unions may want to review and assess vendors’ pandemic plans to see that 

they are documented and tested to the same level as those of your own organization. Given the criticality of vendor 

relationships, credit unions may want to review Vendor Management Risk Overview.

WRAP-UP

Maintain clear communications with your employees and members. Monitor and follow the guidance of health 

advisories, Center for Disease Control (CDC), World Health Organization, local, state, and federal governments.

Other resources within the Protection Resource Center (User ID / Password required) that you may find helpful:

• 2/4/2020 RISK Alert – Coronavirus Outbreak Requires Precautionary Workplace Measures

• 3/10/2020 RISK Alert – Increased Coronavirus Leads to Preparing Pandemic Response Plans

• What You Should Know About the Coronavirus whitepaper

• Business Continuity Planning for an Infectious Disease Event whitepaper

• Employment practice liability insights, resources, and model policies / procedures – including a Disease / 

Epidemic Control model workplace policy at www.epl-risk.com are exclusively available for CUNA Mutual Group 

Employment Practices Liability policyholders. 

If you’re not sure how to access the EPL-Risk website…review Quick Start Registration Guide.

To address specific risks or concerns, contact a Risk Consultant at 800.637.2676, riskconsultant@cunamutual.com, 

or through online consult scheduling.

COVID-19 Outbreak Risk Overview

B u i l d  s i t u a t i o n a l  a w a r e n e s s  h e l p i n g  s t a f f  t o  k n o w  h o w  t o  r e a c t

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/internal-controls/rcs_vendor_management.pdf
https://www.cdc.gov/coronavirus/2019-ncov/index.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fcoronavirus%2Findex.html
https://www.who.int/
http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20200204-warning_coronavirus-outbreak.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20200310-warning_coronavirus-infections.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/employee-safety-wellness/tips-coronavirus.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/employee-safety-wellness/bcp---infectious-disease.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/employment-practices/7,-d-,11,-d-,1_disease_prevention_hygiene_2020-1__final_1.pdf
http://www.epl-risk.com/
https://www.cunamutual.com/~/media/cunamutual/business-protection/cup/management-professional-liability/public/epl_risk_quick_start_guide__media_file__da_3142229__2.pdf
mailto:riskconsultant@cunamtual.com
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/

