
Ransomware
Risk Overview

• Weak remote desktop protocols (RDP)

• Phishing / Spear Phishing emails

• Corrupt attachments

• Unpatched systems and untimely anti-virus updates

• Extensive reuse of passwords

• Lack of multi-factor authentication

An expected increase in targeted ransomware attacks that 

employ a “pay-or-get-breached” methodology, intensify the 

threats of data exposure, potential regulatory compliance 

issues, and disruption for victimized credit unions. As affected 

organizations become more inclined to pay demands in order 

to bring their systems back online, they are also likely to incur 

scrutiny by government agencies over concerns that the funds 

will land in the hands of entities on U.S. sanctions lists. 

Additionally, ransomware operators are placing more effort 

towards remaining undetected on a breached network -

commonly referred to as dwell time. Increased dwell time 

provides threat actors with opportunities to escalate hijacked 

privileges while searching for data caches of sensitive 

information that can be exploited. 

These cyber attacks have no boundaries and are truly a global issue. 

Ransomware has grown in frequency and severity and extortion 

demands have risen significantly. A ransomware incident is one of the 

most disruptive and costly attacks your organization can suffer. 

Ransomware developers and affiliates have been telling victims that 

they must pay the ransom or stolen data and internal company secrets 

would be publicly released. Unfortunately, six and seven-figure 

demands have become routine among ransomware attacks. 

The fact that ransomware attackers can steal as well as encrypt data 

isn’t a new phenomenon but the possibility that sensitive data might 

be revealed is potentially more damaging than any short-term 

disruption caused by the malware. 
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$139,739
average ransom payment

Source: Infocyte

Source: Coveware Quarterly Ransomware Report – Q3, 2021
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R a n s o m w a r e  a s  a  S e r v i c e

Ransomware code on a reseller distribution network is a 

very lucrative business for cybercriminals. The availability 

of free, do it yourself ransomware-as-a-service (RaaS) kits, 

and cheap attack ingredients pushed the barrier to entry 

extremely low. Deep technical expertise is no longer 

needed to participate in the cyber crime economy.

R a n s o m w a r e  &  D a t a  E x f i l t r a t i o n

Unfortunate realities that credit unions must consider:

• Assume data might be traded, sold, misplaced, or held 

for a second / future extortion attempt

• Even if a volume of data is accessible following a 

payment, other parties may have made copies so that 

they can extort the victim in the future

• Data may be deliberately or mistakenly published before 

a victim can even respond to an extortion attempt

P a y i n g  t h e  R a n s o m

The U.S. Government does not encourage paying a 

ransom to criminal actors. However, after systems and 

data has been compromised, your credit union must make 

the determination based on the impact of your organization 

and your members. 

Remember that paying a ransom does not guarantee you 

will regain access to data; in fact, some individuals or 

organizations were never provided with decryption keys 

after paying a ransom. In other scenarios, victims who paid 

the demand were targeted again and/or asked to pay more 

to get the promised decryption key.

FinCEN’s Advisory on Ransomware (FIN-2020-A006)

The US Department of the Treasury's Office of Foreign 

Assets Control (OFAC) and Financial Crimes Enforcement 

Network (FinCEN) published a ransomware advisory, 

potential sanctions. and anti-money laundering (AML) risks 

of facilitating ransomware payments. 

Cyber criminals almost never identify themselves, and 

cryptocurrency has become their preferred method of 

payment. Victimized organizations making such payments 

are generally forced to do so without a clear understanding 

of the recipient. Such conduct potentially exposes the 

victim, and third-party service providers (including financial 

institutions like credit unions), to violations of and 

obligations under U.S. sanctions and/or AML laws. 

attacks where data 

exfiltration was threatened

83.3%

Source: Coveware Quarterly Ransomware Report – Q3, 2021

https://www.fincen.gov/sites/default/files/advisory/2020-10-01/Advisory%20Ransomware%20FINAL%20508.pdf
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01

Know who is on 

your incident 

response team.

02

Have multiple 

forms of 

communication 

available.

03

Be prepared to 

make decisions 

about 

voluntarily 

taking systems 

offline.

04

Be prepared 

with an internal 

communication 

plan.

05

Do not allow 

employees to 

reach out to the 

threat actor 

themselves.

06

You’ll be asked 

to sign two 

agreement 

letters within the 

first 24 hours.

07

You do not need 

to have your 

own 

cryptocurrency 

on hand.

08

You need 

underwriting 

approval to pay 

a ransom.

09

Know your 

backups and 

understand that 

they are not 

always the 

answer.

10

Think about 

who the 

organization 

needs to tell and 

when.

For additional insights…checkout Ransomware: A Checklist of Things to Know resource located within the Protection 

Resource Center (UserID / Password required).

https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_ransomware_checklisttoknow_072021.pdf?la=en
http://www.cunamutual.com/prc
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I m m e d i a t e  S t e p s  t o  T a k e  

t o  M a n a g e  t h e  I n c i d e n t

H o w  R a n s o m w a r e  W o r k s
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✓ Do not restore data until images 

can be collected by the digital 

forensics team

✓ Do a global password reset

✓ Disconnect from back-ups

✓ Disconnect from the internet

✓ Check to see if there are any 

malicious inbox rules

✓ Obtain the ransom demand to 

share with the legal and forensics 

vendors

✓ Contact your insurance carrier 

immediately to report an incident

1. Initial compromise of your environment

2. Malware is installed

• The user opens the attachment and malware is unknowingly 

installed on the user’s PC to gain a foothold in your environment.

• The hackers undetectably explore your network looking for 

vulnerable systems and sensitive data - including other users’ 

PCs and servers supporting critical applications and file stores.

Phishing / Spear Phishing

• Fraudster or criminal group 

targets your organization with 

a phishing campaign.

• Spear phishing targets a 

select group with something in 

common – e.g., work or bank 

at the same organization.

• Malware is successfully 

delivered to one of your 

unsuspecting users via a 

malicious attachment or web 

link in an email.

Remote Access Security

• Microsoft RDP and Remote 

Desktop Gateway (RDG) can 

be used to provide remote 

access to computers and 

networks.

• RDP/RDG attacks are an 

attractive and common way

for hackers to access systems 

and steal valuable information 

from devices and networks.

4. Extortion

• The attackers demand a ransom – up to millions of dollars - for 

the decryption key.

• The attack can also become public knowledge which causes 

reputational damage. The regulator also wants to understand if 

there has been a mishandling of customer sensitive data.

3. Ransomware is deployed

• With access achieved, ransomware is spread across your 

network encrypting indiscriminately.

• The attackers have now encrypted and disrupted a material 

portion of your business. Some parts of your business are 

completely disrupted while other parts are partially disrupted.

22 days
business interruption or down time

Ransomware attackers 

down shift from 

“Big-Game” Hunting 

to “Mid-Game” hunting.

34.7% of attacks impacts 

businesses with 11 to 100 

employees and 43.6% impacted 

those with 101 to 1,000 

employees.
Source: Coveware Quarterly Ransomware Report – Q3, 2021

Source: Coveware Quarterly Ransomware Report – Q3, 2021

On average, organizations face



 Pre-screen emails for potentially malicious attachments and links.

 Use Advanced Threat Protection if Office 365 is used.

 Activate and enforce multi-factor authentication for all remote desktop and VPN connections, all privileged 

accounts, and all email accessed through a web app on a non-corporate device. 

 Educate employees and conduct phishing training for all staff on at least an annual basis.

 Keep all systems including hardware, mobile devices, operating systems, software, cloud locations, and content 

management systems (CMS), patched and up-to-date. Ensure critical and high severity patches are deployed 

across the enterprise within two months.

 Ensure all backups are encrypted regularly and kept separate from your network or in a cloud service designed 

for this purpose. Routinely test backups for data integrity.

 Apply the principles of least privilege and network segmentation. The end user should be given only the 

privileges necessary to complete tasks related to their role in the credit union. If an employee does not need an 

access right, the employee should not have that access right. 

 Vet and monitor third parties that have remote access to the credit union network and connections to third 

parties. Ensure they are diligent with cybersecurity best practices.

You should also consider cyber services that can assist with your loss mitigation efforts. Beazley offers many of these 

services at a discount for credit unions including:

• Ransomware Hardening Assessment from Lodestone Security;

• 25% discount on KnowBe4’s anti-phishing tools and training;

• 50% discount on RSA’s SecurID Access solution for identity and access management; and

• up to 60% discount on FireEye Email Security.

In addition, CUNA Mutual Group policyholders can receive a 20% discount on OKTA’s market-leading multifactor 

authentication tools (new credit union customers of OKTA only) for both internal and external users of a credit union.
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E n c o u r a g e d  T o  P r o a c t i v e l y  I m p l e m e n t  L o s s  C o n t r o l s  

There’s no foolproof way of preventing ransomware attacks from occurring; however, all too often ransomware can be 

avoided with the right IT security and risk management procedures. Credit unions should strongly consider to:

As a result of ransomware, the cyber insurance marketplace is changing at a rapid pace 

with increased scrutiny in the underwriting process.
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B e  o n  t h e  L o o k o u t .  M a n a g e  R i s k .

This past year has seen a significant increased in the 

frequency and severity of cyber attacks on organizations 

across all industries, most notably in the form of ransomware. 

Average ransomware payments have increased 43% from Q4 

2020 to Q1 of 2021, according to Beazley internal claims data.

In addition to the increase in ransomware payments, we 

continue to see bad actors exfiltrate data from credit union 

systems, forcing credit unions to make tough decisions 

regarding paying ransoms, take on obligations and costs to 

notify members, and incur costs associated with credit 

monitoring. 

Credit unions need to treat these attacks more like data 

breaches. Business interruption from these events has 

become a regular occurrence leaving both reputational and 

financial impacts.

This resource is for informational purposes only. It does not constitute legal advice. Please consult your legal advisors regarding this or any other legal issues 

relating to your credit union. CUNA Mutual Group is the marketing name for CUNA Mutual Holding Company, a mutual insurance holding company, its 

subsidiaries and affiliates. Insurance products offered to financial institutions and their affiliates are underwritten by CUMIS Insurance Society, Inc. or CUMIS 

Specialty Insurance Company, members of the CUNA Mutual Group.

2021 CUNA Mutual Group Proprietary and Confidential. Further Reproduction, Adaptation, or Distribution Prohibited.
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If you’d like to discuss ransomware or other cyber risks in more detail, simply schedule a 

no-cost personalized discussion with a CUNA Mutual Group Risk Consultant or contact 

us at riskconsultant@cunamutual.com or at 800.637.2676.

$590 million
suspicious ransomware-related 

payment transactions from 

January 2021 to June 2021
Source: FinCEN, Financial Trend Analysis: Ransomware
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O t h e r  H e l p f u l  R e s o u r c e s

Beazley cyber insurance policyholders can access 

resources at www.beazleybreachsolutions.com

(User ID / Password required). BBR resources 

include interactive online training on phishing and 

social engineering. 

You can also access CUNA Mutual Group’s 

Protection Resource Center (User ID / Password 

required) at cunamutual.com for exclusive 

resources, RISK Alerts, and On-Demand Webinars 

to assist with your loss control efforts including: 

• Ransomware: Things to Know Checklist

• Fraud & Scams eBook

• Two-Factor Authentication Risk Overview

https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
mailto:riskconsultant@cunamutual.com
https://www.fincen.gov/sites/default/files/2021-10/Financial Trend Analysis_Ransomware 508 FINAL.pdf
http://www.beazleybreachsolutions.com/
http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_ransomware_checklisttoknow_072021.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_fraudscams2021_ebook.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_twofactorauth_20210401.pdf?la=en

