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RISKS AS YOU GROW

Cybersecurity is more than an IT problem
Credit unions are responsible for protecting their own data and their members’ data. 
Cybersecurity is often thought of as a backend IT process, but it is actually a strategy that should 
be supported all the way from the c-suite to every staff member in your organization. Learn 
about the key threats to data security and what your credit union can do to minimize risk.  

Threats in the cyber landscape 
“Cyberattack” is a threatening term, but it is 
actually a vague word that could refer to any 
number of vulnerabilities and security risks. 
Do not assume your IT team has all of those 
threats under control. Educate yourself and 
every employee of your credit union on how to 
recognize and approach the key cybersecurity 
vulnerabilities. 

Cybersecurity is 
one of the most 
dynamic risks to 
manage. In fact, 
an analysis of 
the cybersecurity 
strategies and 
executions 
plans of 4,000+ 
companies 
revealed that 
73% are not 
adequately 
prepared to face 
a cyberattack.1

What you should know about  
protecting your credit union’s data
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The different type of threats
Here are the three main threats and how they could 
affect your credit union’s data and your members’ 
data. 

•	 Confidentiality. If the confidentiality of data 
is breached, this means it has been stolen or 
copied. Phishing attacks are a common method 
of breaching data’s confidentiality, or privacy. The 
perpetrator of a phishing attack will pretend to be 
a trusted person or entity and asks for permission, 
often via email or text, to access your data or your 
members’ data and install malware. 

•	 Integrity. The integrity of your data refers to 
its accuracy and safety. Perpetrators of a data 
integrity breach aim to alter, corrupt, or even 
completely destroy data or complete information 
systems. This type of attack often has no monetary 
motivation. Instead, it is a type of digital vandalism. 

•	 Availability. Data availability refers to your ability 
to access it. Ransomware and distributed denial-
of-service (DDoS) attacks are two common 
methods of compromising data availability. If your 
credit union is hit with this type of attack, you may 
be unable to access a portion or even all of your 
data. The perpetrator will likely try to demand 
some type of payment – typically in Bitcoin or 
another type of cryptocurrency – to release the 
data. 

An analysis of the cybersecurity strategies and 
executions plans of 4,000+ companies revealed that 
73 percent are not adequately prepared to face a 
cyberattack.1

Insider threats vs. outsider threats
Threats to data confidentiality, integrity, and 
availability can come from both outside and within 
your credit union. The majority of cybersecurity 
threats (73 percent) are external, while just 28 
percent involved internal actors.2 The threat pattern 
may be different, but most motives (93 percent) are 
related to financial gain when the attack involves 
financial institutions.2 Here are some of the most 
common insider and outsider threat actors.

Insider threats 

•	 Employees, Volunteers and Contractors. 
Employees, volunteers like your board members, 
and contractors have access to your credit 
union’s data and member data. Unintentional 
errors, like opening and downloading an email 
that contains malware, is one of the most 
common insider threats. But, an insider can 
also intentionally compromise the confidentiality, 
integrity, and/or availability of that data. For 
example, an employee or contractor could steal 
data by downloading it to a USB flash drive or to 
a personal account. Insiders can be financially 
motivated, but they may also be seeking revenge 
or professional advantage.  

	 Employee training is vital to mitigating losses due 
to error. Minimize malicious employee breaches 
by limiting data access, encrypting data when 
it leaves your network, and monitoring for any 
suspicious activity. 

•	 Vendors. Credit unions work with a significant 
number of third-party vendors that have access to 
their data and member data. These vendors are 
vulnerable to all the same types of cybersecurity 
threats – external and internal – your organization 
is, but they may not always have the same 
protections and strategies in place. 

1	 Hiscox Cyber Readiness Report 2018

2	 2018 Data Breach Investigations Report Verizon, 2018. Web.  
14 May 2018.  

https://www.hiscox.com/sites/default/files/content/2018-Hiscox-Cyber-Readiness-Report.pdf
https://www.verizonenterprise.com/verizon-insights-lab/dbir/
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$8.76 
MILLION

is the average cost of cybersecurity incidents 
caused by company insiders3
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Understand which of your vendors have access to 
your data, ask your vendors how they protect your 
data, and consider putting security requirements 
and risk oversight in place to best manage 
organizational resources on your behalf. Your 
third-party relationships are only as strong as their 
weakest link.

The annual cost of cybersecurity incidents caused by 
company insiders is $8.76 million, according to The 
Ponemon Institute’s report.3

Outsider threats 

•	 Cybercriminals. Cybercriminals, also commonly 
referred to as hackers, are most likely to target 
financial and personnel information using 
keystroke loggers, Trojan viruses, phishing 
emails, and malware. A cybercriminal can be a 
single person working alone or part of a larger 
organization. Cybercriminals typically look for 
easy targets to attack. In recent years, they have 
shifted from individual consumers to businesses 
and their employees.

•	� Nation-states. Cyberattacks can be state-
sponsored. When a nation-state sets out to 
breach an organization’s data security protocols, 
common motivations are political or the gain of 
intellectual property. 

•	 Hacktivists. Hacktivists are driven to steal 
or compromise data in the name of social or 

political movements. Anonymous is a well-known 
hacktivism group known for perpetrating DDoS 
attacks against government, corporate, and 
religious organizations. 

•	 Industrial cyberspies. Cyberspies are agents 
of corporate espionage. They are interested in 
acquiring intellectual property or inside information 
on competing companies to gain an advantage. 

Conclusion
Arming yourself with the knowledge of the variety of 
cyber threats active today will help your credit union 
minimize its risk. 

Next-gen vulnerabilities 
Cybersecurity strategies are evolving quickly, but so 
are threats to data security. New technologies are 
emerging, and savvy threat actors are constantly 
looking for ways to find and exploit vulnerabilities. 
Credit unions need to stay on top of next-generation 
vulnerabilities to minimize risk and prepare a 
response for potential loss of information and data. 

Cryptocurrencies
Cryptocurrency is a type of digital currency that 
is transferred using a peer-to-peer system, which 
means an algorithm keeps track of all transactions, 
rather than a central bank or government. Blockchain, 
the technology that makes cryptocurrency possible, 
is the decentralized ledger that tracks and validates 
cryptocurrency transactions. 

You likely know Bitcoin is a type of cryptocurrency, 
but there are a number of other varieties such as 
Litecoin and Ethereum. 

Credit unions should know the basics of 
cryptocurrencies because they are the preferred 
means of payment for ransomware attacks. The 

3	 2018 Cost of Insider Threats: Global Organizations The Ponemon 
Institute, 2018

https://www.observeit.com/ponemon-report-cost-of-insider-threats/
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Cryptomining
malware has 

been reported 
as the top  

cyber threat  
in 2018.4
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anonymous nature of cryptocurrency transactions 
makes cryptocurrencies an attractive medium for this 
type of digital extortion. In addition, threat actors do 
not need to know how to create ransomware. They 
can simply pay for it with Bitcoin, send it, and profit. 
The ease of enacting this threat will likely make it 
increasingly common.

If your credit union falls prey to a 
ransomware attack that demands 
Bitcoin or another form of cryptocurrency 
payment to regain access to your data, 
you need to know if, when, and how 
to respond. Time is limited in these 
situations. 

Knowing the answers to the following 
questions can help your credit union in the event of 
a ransomware attack. 

•	 Can you try to restore your information system 
and bypass the ransomware demands? 

•	 Can you afford to lose the data being ransomed if 
you do not pay? 

•	 If you are going to pay, how do you get enough 
Bitcoin within the demanded timeframe? 

•	 And, are you really guaranteed to have your data 
returned even if you pay? 

Responding to ransomware comes with tough 

business decisions, but ones your credit union must 
make based on your own individual circumstances. 

You also need to be aware that your credit union 
may not be the sole target of this type of attack. 
Threat actors may target multiple credit unions at 
once. For example, a threat actor could find and 
exploit a vulnerability in software that the majority of 
credit unions use and try to affect the majority of the 
space through that one weakness.

Like many legitimate investors, cybercriminals 
have also recognized the potential opportunities 
of cryptocurrency. So much so, that cryptomining-
malware has been reported as the top cyber threat 
in 2018.4

Cryptocurrency mining is the process in which 
cryptocurrency transactions are verified and then 
added to the blockchain ledger. The first miner 

to crack a mathematical code during 
the verification process is rewarded 
with a small amount of cryptocurrency. 
Mining can be profitable, if the rewards 
outweigh the hardware and energy 
costs required to complete the complex 
mathematical equations associated with 
verification.

Cryptojacking entails the unauthorized 
use of a computer system or mobile 

device to mine cryptocurrency through cryptomining-
malware. As opposed to ransomware, cryptojacking 
does not target a victim organization’s data. 
However, it does steal CPU processing power.

Cryptocurrencies:  
What your credit union can do
Should a credit union have multiple systems 
cryptojacked, financial damages in terms of business 
interruption, slower processing time, and the need 
4	 April’s Most Wanted Malware: Cryptomining Malware Targeting 

Unpatched Server Vulnerabilities, Check Point, 2018. Web. 

http://blog.checkpoint.com/2018/05/14/aprils-wanted-malware-crypt…geting-unpatched-server-vulnerabilities
http://blog.checkpoint.com/2018/05/14/aprils-wanted-malware-crypt…geting-unpatched-server-vulnerabilities
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to replace infected hardware may be incurred. Like 
many cyber risks, the two primary methods of 
infection are through phishing attacks and malware-
infected website pop-ups.

Knowing how to respond ahead of time is crucial in 
minimizing risk and protecting your credit union’s 
reputation. In fact, an effective incident response 
plan is essential to minimizing the impact of a 
security incident and allowing the organization 
to return to normal as soon as possible. These 
preparedness efforts can ensure actions are taken in 
a coordinated, controlled manner.

Being prepared for cyberattacks, cryptocurrency 
demands, and cryptojacking will only grow in 
importance. Cryptocurrency is making it increasingly 
attractive to get into the business of cybercrime. 
Bitcoin is legal, widely used, and primarily 
unregulated. It is also possible that hackers could 
compromise investment programs and steal 
cyrptocurrency.5 Without clear regulations and legal 
process, regaining cryptocurrency after you’ve been 
defrauded could also be extremely problematic.

Back-end security protocols, commitment to 
employee training, and an effective response 
strategy are all critical to minimizing your risk of 
cryptocurrency-driven attacks. 

Internet of Things
The Internet of Things (IoT) is rapidly becoming 
ubiquitous. Businesses and homes are being filled 
with smart devices. ATMs, smartphones, clocks, 
televisions, appliances, medical devices, and 
more are a part of the IoT. Intel estimates that the 
global value of IoT technology could reach $6.2 
trillion dollars by 2025.6 By next year, 85 percent of 
organizations will have adopted IoT technology.7

This increased connectivity makes our lives much 
easier and our business more efficient in many 
ways, but the IoT also opens the door to a flood 
of potential cybersecurity issues. The rapid rate at 

which these IoT devices are being deployed often 
means rigorous security protocols are left behind.  

Cybercriminals are well aware of the opportunity 
presented by the IoT and lax security. Your credit 
union likely has IoT devices connected to your 
network. Additionally, employees and members 
bring in devices that can potentially connect to your 
network. Each is a potential entryway into your 
network and the sensitive data it stores.  

Approximately three in five businesses can trace 
some type of security incident back to their use 
of IoT devices.8 The IoT is vulnerable to malware, 
phishing attacks, ransomware attacks, and more.  

Despite the growing concerns around the 
IoT, many organizations are not making the 
IoT a cybersecurity priority. 

	 •	� Just 28 percent of organizations label their 
IoT cybersecurity strategy very important.8

	 •	� Less than half of organizations (49 
percent) have IoT patching policies.8

	 •	� Only 47 percent of organizations regularly 
analyze the risk posed by third-party use 
of IoT devices.8 

Internet of Things:  
What your credit union can do
Preparation and education are the best approaches 
to minimizing any kind of security risk. Reduce your 
cybersecurity risks related to the IoT by following 
these steps:

5	 Cryptocurrency Fraud Widespread, Warns Regulatory   
Forbes, 10 April 2018. Web. 29 May 2018.  

6	 A Guide to the Internet of Things Intel. Web. 17 May 2018.

7	 Internet of Things Hewlett Packard Enterprise, 2018. Web.  
17 May 2018. 

8	 Internet of Things Cybersecurity Readiness Trustwave, 2018. Web. 
17 May 2018. 

https://www.forbes.com/sites/tedknutson/2018/04/10/cryptocurrency-fraud-widespread-warns-regulator/#7db452d76b06 
https://www.intel.com/content/www/us/en/internet-of-things/infographics/guide-to-iot.html
https://www.hpe.com/us/en/solutions/internet-of-things.html?pp=false&jumpid=ps_u7t6s8icpv_aid-510380402&gclid=Cj0KCQjw0PTXBRCGARIsAKNYfG1niqHAzDpfAcMfJExZTKs2Ow8e_BcW7JBQSPeRzETpuHEIhTgFonQaAvkmEALw_wcB&gclsrc=aw.ds
https://www2.trustwave.com/IoT-Security-Report-Success.html?aliId=197660297
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from the public cloud.9
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•	 Know your devices. Before you can form an 
IoT cybersecurity strategy, you need to know 
what devices are in your credit union. In addition 
to your own devices, what devices brought in 
by employees and members – like wearables – 
could potentially connect to your network?

•	 Understand how these devices communicate 
with your network. You likely know which 
devices connect to Wi-Fi in your credit union. 
What about Bluetooth connectivity? What about 
connecting to the cloud? Connectivity has varying 
levels of complexity and varying levels of network 
access.  

•	 Know what security you have in place. Does 
your existing approach to cybersecurity include 
the IoT? Does your credit union install security 
patches for connected devices in a timely 
manner? Review your policies to make sure you 
are paying an appropriate amount of attention to 
the IoT and the potential associated risks. 

•	 Assess your data collection policies. A breach 
of member data does considerable damage to 
a credit union’s reputation, as well as financial 
damage. Carefully assess how devices are 
storing data and what data is being stored. The 
privacy risks associated with the collection of 
IoT data may present itself from the collection of 
member personal information, spending habits, 
and physical locations.

Cloud computing
The terms “cloud” and “cloud computing” are floating 
around everywhere. In fact, nearly all organizations, 
both public and private, (97 percent) use cloud 
services.9

There are three main types of cloud computing.

•	 Software-as-a-service (SaaS). SaaS is a 
common cloud solution for businesses. SaaS 
means a business will buy a software application 

subscription and access the software via the 
internet. 

•	 Infrastructure-as-a-service (IaaS). IaaS refers 
to a model where a cloud service provider hosts 
a number of infrastructure components that are 
available for other businesses to use. 

•	 Platform-as-a-service (PaaS). PaaS is a form of 
cloud computing that allows businesses to custom 
build and manage the applications they need. 

The cloud is increasing in popularity because it cuts 
down on infrastructure costs, it is not affected by 
hardware failures, and it allows users a high level of 
flexibility and connectivity. 

Why is it a cybersecurity issue? Any method of 
data storage, including the cloud, presents a 
cybersecurity issue. Here are a couple of key 
statistics to know. 

•	 One in five organizations has detected attacks 
against their public cloud.9 

•	 25 percent of organizations have had data stolen 
from the public cloud.9 

Cloud computing capabilities are expanding so 
quickly that security often lags, and cybercriminals 
are exploiting that disconnect to attack and breach 
the cloud. They can manipulate legitimate cloud 
services to introduce malware into a network. The 
use of legitimate services can make it difficult to 
detect these attacks. 

The cloud is also vulnerable to a whole host of 

9	 Navigating a Cloudy Sky: Practical Guidance and the State of Cloud 
Security McAfee, 2018. Web. 18 May 2018. 

https://www.mcafee.com/enterprise/en-us/solutions/lp/cloud-security-report.html
https://www.mcafee.com/enterprise/en-us/solutions/lp/cloud-security-report.html
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typical cybersecurity threats such as data theft, 
DDoS attacks, and phishing scams. 

Cloud computing:  
What your credit union can do 
Here are four ways your credit union can address 
the cloud in their cybersecurity strategies. 

•	 Manage data access. Who has access to the 
data stored in the cloud? How is that access 
managed? How can you detect unauthorized 
access? Knowing the answers to these questions 
helps protect your data and your members’ data 
from malicious external and internal threats. 

•	 Enable security measures that can scale. 
Scalability is one of the main benefits of the cloud, 
but you leave the data stored there vulnerable if 
you cannot scale your security solutions with it. 
Use layered measures, like encryption, that make 
exploitation and theft more difficult to execute. 

•	 Conduct regular risk assessments. Credit 
unions cannot minimize cybersecurity threats to 
their cloud if they do not know what those threats 
are. Determine what your risks are and put the 
appropriate safeguards in place.  

•	 Know your cloud provider’s approach to 
security. Cloud service providers are major 
cybercriminal targets. This means your data is 

on the line if and when your service provider 
experiences a cybersecurity incident. Know what 
security they have in place to prevent the loss 
or compromise of data, and know their level of 
accountability if that does happen. 

GDPR
The European Union’s (EU) General Data Protection 
Regulation (GDPR) recently went into effect, causing 
financial institutions to scramble to comply. However, 
some aspects of the regulation are still unclear, 
leaving many credit unions with the same questions.

GDPR regulates the processing of personal data 
including the collection, storage, transfer, and use of 
the data. Basically, any information that can be used 
to identify an individual is considered personal data. 
Personal data includes, but is not limited to:

•	 Name 

•	 Email address 

•	 Medical information 

•	 IP address 

•	 Location 

•	 Financial Institution details 

•	 Physical Information 

•	 Genetic data

The GDPR is a set of data privacy regulations put in 
place by the EU. The new law, which has a total of 
99 articles,9 went into effect on May 25, 2018. The 
law is geared toward consumer protection, but the 
process of becoming compliant can be cumbersome 
and expensive for businesses. 

GDPR:  
What your credit union can do 
While GDPR focuses on the rights of individuals in 
the EU, the impact will extend to organizations and 
companies worldwide. GDPR applies to companies, 
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financial institutions, and government agencies/ 
entities of any size. 

If your credit union has at least one branch in the EU, 
EU authorities could determine that GDPR applies 
because you have a physical presence in the EU. 
Nonetheless, GDPR also may apply to credit unions 
without a physical presence in the EU, if a credit 
union processes the personal data of someone in 
the EU. 

Unfortunately, determining exactly when GDPR 
applies may be difficult until enforcement actions 
are issued and litigated. If you’re uncertain about 
whether GDPR applies to your credit union, don’t 
make that determination until you’ve consulted 
with your attorney. For those subject to GDPR, it is 

essential to continually assess how your credit union 
processes and protects your members’ data.

The fines for non-compliance are considerable. 
There are a total of 10 criteria used to determine the 
fine amount. The first tier is 2.00% of annual revenue 
or €10 million, whichever is greater. The second tier, 
for more severe non-compliance, is up to 4.00% of 
annual revenue or €20 million, whichever is greater.

Conclusion
Cryptocurrency, the IoT, cloud computing, and GDPR 
are realities of doing business today. Credit unions 
should stay on top of how these technologies and 
guidelines are being used and their associated risks.

Privacy is a risk-based problem

GDPR gives individuals control and ownership 
over their personal data. Organizations, 
beginning with the c-suite, should assess which 
data privacy and security risks they face and 
determine their risk tolerance. Privacy risks 
typically are financial (such as fines and lawsuits) 
and reputational (bad press and negative 
perceptions). But GDPR also introduces risk 
around an individual’s data rights and requests.

GDPR is comprised of 99 articles, each with 
multiple subcomponents making it extremely 
dense and vague, without exact guidance on 
how to comply. However, GDPR preparation can 
be achieved if your credit union has a good data 
management approach and a well-documented 
plan in place. 

If your credit union is subject to GDPR, there are 
strict reporting requirements if a breach occurs. 
GDPR does not differentiate between accidental 

and intentional breaches when it comes to 
reporting requirements. Any security breach 
involving personal data must be reported to the 
credit union’s EU supervisory authority within 72 
hours. The 72-hour countdown begins at the time 
of detection. 

In addition, in certain cases, members whose 
personal data has been compromised must be 
notified in an expedited manner. This would 
include scenarios where there has been theft, 
loss, or damage of personal data.

Clearly, the aim of the GDPR is to ensure that 
an individual’s personal data is processed 
with consent, for a specific purpose, and for 
a reasonable amount of time. However, some 
aspects are unclear, leaving many credit unions 
unsure whether they fall within the jurisdiction  
of GDPR.
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Six key considerations to 
strengthen your risk posture
Cybersecurity is first and foremost a risk 
management policy. Credit unions do need to know 
how to respond in case data is compromised, but 
mitigating the risk of an incident should be your 
frontline strategy. Here are six essential ways to 
strengthen your cybersecurity risk posture. 

1	 Increase awareness
Staying educated on cybersecurity risks and 
risk management strategies is the foundation of 
protecting your credit union’s data and information 
systems. Here are three ways to stay on top of 
cybersecurity through awareness.

•	 Make cybersecurity a part of your credit 
union’s culture. Every employee of your credit 
union should be an active part of your approach 
to cybersecurity. Set aside time and resources for 
training. Make it clear that protecting your credit 
union’s data is a collective effort, not just the 
responsibility of a few employees.

•	 Keep on top of emerging threats. Do 
not become complacent and assume your 
cybersecurity policy addresses the biggest 
pitfalls. Threat actors are constantly seeking 
new vulnerabilities and methods to steal and 
manipulate data and information systems. 
Cybersecurity strategy must evolve to keep up 
with emerging hazards. 

	 Know how hackers will manipulate the growing 
use of technologies like the cloud and the 
IoT. Know the new strains of malware and 
ransomware gaining traction and popularity 
amongst hackers. Use the power of knowledge 
to remain nimble and proactively adjust your 
cybersecurity policies. 

•	 Use the resources at your disposal. 
Cybersecurity is a global issue. Your credit union is 
not alone in searching for ways to protect data and 
to stay ahead of internal and external risks. Look 
outside of your own four walls for resources that 
can help you stay aware and manage your risk. 

2	� Develop engagement and 
accountability

Cybersecurity needs to run horizontally through 
your entire credit union. It is not just an IT problem. 
Every single staff member, regardless of department 
and status, needs to be engaged and held 
accountable. Anyone can mistakenly expose credit 
union or member data to risk. Create a culture of 
engagement and accountability to minimize the 
cyber risks and opportunities cybercriminals take 
advantage of every day. 

•	 Engagement needs to start with the c-suite. 
Regardless of the roles, everyone in the c-suite 
needs to be committed to cybersecurity. More 
than half of c-suite executives (65 percent) 
believe their cybersecurity strategy is well-
positioned, but just 17 percent of these strategies 
are considered at the highest level.10

	 With so much at stake, cybersecurity must be 
a top-tier risk that receives the full attention at 
your credit union. Engage the c-suite by putting 
cybersecurity on the agenda. 

10	 Securing the C-Suite: Cybersecurity Perspectives from the 
Boardroom and C-suite IBM. Web. 21 May 2018.

 

https://www.ibm.com/account/reg/us-en/signup?formid=mrs-form-2986&ce=ISM0484&cm_mc_sid_52640000=88018981526926989314&cm_mc_sid_50200000=12497541526926989311&cm_mc_
https://www.ibm.com/account/reg/us-en/signup?formid=mrs-form-2986&ce=ISM0484&cm_mc_sid_52640000=88018981526926989314&cm_mc_sid_50200000=12497541526926989311&cm_mc_


10

Interested in learning more about protecting your credit union’s data?

Contact CUNA Mutual Group Risk Consultants at 800.637.2676 or riskconsultant@cunamutual.com.

	

	 C-suite engagement 
	 Active engagement at the c-suite level will 

help executives gain a clearer perspective on 
how effective their data security plans are and 
what needs to be done to make improvements. 
Data breaches are expensive and damaging to 
companies’ reputations, which are far-reaching 
consequences that will reach the c-suite. 
Cybersecurity is the preparation that minimizes 
those financial and image risks. C-suite leaders 
need to actively engage with and guide that 
strategy so it becomes a part of your credit 
union’s fabric. 

•	 Establish guiding principles for a successful 
strategy. Your c-suite must ensure that your 
cybersecurity roadmap connects with and 
supports your credit union’s long-term goals. By 
establishing a sound framework of proactive 
assessments, policies, and procedures, you will 
be more likely to protect, monitor, mitigate, and 
withstand a wider array of threats.

•	 Find ways to promote accountability. A total 
of two out of five non-executive directors and 
executives reported they do not feel responsible 
for the consequences of a cybersecurity attack 
in a survey of more than 1,000 respondents.11 

Accountability should start at the highest levels 
and reach everyone in the organization. Commit 
to finding ways to educate everyone at your credit 
union about the core elements of cybersecurity, 
key threats, and how every individual plays an 
important role in safeguarding your members’ 
data. The challenge is how to get everyone 
engaged.

•	 Invest in training. It takes a village to be 
prepared for the entire spectrum of cyber risks 
and vulnerabilities. Almost half of employees  

(45 percent) do not receive any form of 
cybersecurity training from their employers.12 
Credit unions cannot expect employee 
engagement and accountability if they do not 
give them access to the right procedures, tools 
and knowledge. Some of the most common 
employer-sponsored cybersecurity training 
methods include online modules (32 percent), 
in-person workshops (26 percent), paper-based 
(15 percent), and one-on-one training (14.5 
percent).12 Find a method that works for your 
credit union and empower your employees to 
actively participate in cybersecurity strategy. 

Cyber risks are one of the best examples of the need 
for cross-functional thinking to anticipate issues and 
tackle risk management problems throughout your 
credit union.

3	 Explore new tools and solutions 
While threat actors may be busy looking for ways 
to compromise information systems and steal data, 
credit unions do not have to be defenseless. New 
technology is emerging to help organizations bolster 
their cybersecurity strategy and minimize the risk of 
cyberattacks. 

•	 Blockchain. Blockchain, the technology that 
makes cryptocurrency possible, will likely be a 
game changer for cybersecurity, particularly in the 
financial sector. Blockchain uses a decentralized 
data storage structure, rather than keeping data 
all in one place. This makes it more difficult for 
cybercriminals to access, compromise, and steal 
that data. 

	 Blockchain is also driving a shift away from 
traditional passwords, which have an element of 
vulnerability due to human error. People may lose 

11	 The Accountability Gap: Cybersecurity and Building a Culture of 
Responsibility Information Security Buzz, 16 April 2016. Web. 21 
May 2018. 

12	 Cyber Secure: A Look at Employee Cybersecurity Habits in the 
Workplace CompTIA, 26 October 2015. Web. 21 May 2018. 

https://www.informationsecuritybuzz.com/study-research/accountability-gap-cybersecurity-building-culture-responsibility/
https://www.informationsecuritybuzz.com/study-research/accountability-gap-cybersecurity-building-culture-responsibility/
https://www.comptia.org/resources/cyber-secure-a-look-at-employee-cybersecurity-habits-in-the-workplace
https://www.comptia.org/resources/cyber-secure-a-look-at-employee-cybersecurity-habits-in-the-workplace
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passwords or select passwords that are not very 
secure. With blockchain, users can get a type of 
secure, digital authentication that is much less 
prone to manipulation or breaches. 

•	 Artificial intelligence and machine learning. 
Artificial intelligence (AI) refers to a machine’s 
ability to mimic the natural intelligence of living 
things. Machine learning is a type of AI that 
refers to a computer’s ability to use data to 
become progressively more successful at a 
particular task without being taught to do so. 
Essentially, the machine is learning through 
experience, like a person would. AI and machine 
learning means information systems can learn 
to play an increasingly active part in improving 
the recognition and deterrence of threats. As a 
cybersecurity tool, machine learning uses special 
data and algorithms to identify risks and develop 
solutions, providing a more-informed response 
than traditional rule-based security programs.

•	 User analytics. User behavior is a major threat 
to cybersecurity. Whether unintentionally or with 
malicious intent, a user can compromise a credit 
union’s data. Curating user behavior analytics can 
help organizations better understand how users 

legitimately interact with their information systems 
and data versus how a malicious attacker would 
behave. 

The potential of user analytics 
User analytics have the potential to increase 
early threat detection. For example, analytics 
could recognize that a user is behaving 
differently than in the past, which could indicate 
his or her credentials have been compromised 
and are being used by someone else. Analytics 
could also catch malicious behavior by 
comparing how users within the same part 
of an organization act within an information 
system. If one user’s behavior stands out, it 
could mean he or she is an inside threat or 
someone has stolen those credentials. 

While much is being done to combat these attacks, 
credit unions must learn to be nimble and prepare 
for how the next generation of technology will 
impact cybersecurity. A solid security strategy will 
use multiple tools that work together to protect your 
credit union’s data and reputation. 

4	 Address the talent shortage 
There could be an information security workforce 
shortage of 1.5 million by 2020, and 45 percent 
of hiring managers are struggling already to find 
candidates to fill information security positions.13 The 
cybersecurity talent shortage is a reality, and credit 
unions will need to find inventive ways to hire the 
right people to protect their data. 

•	 Invest in employee development. Cybersecurity 
does not just have to be about IT. Look to the 

13	 (ISC)² Global Information Security Workforce Study (ISC)² 
Foundation, 17 April 2015. Web. 22 May 2018. 

http://blog.isc2.org/isc2_blog/2015/04/isc-study-workforce-shortfall-due-to-hiring-difficulties-despite-rising-salaries-increased-budgets-a.html
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people who already work at your credit union, 
regardless of their current role. Does anyone 
have an interest in technology and/or a strong 
curiosity for problem-solving? Recognize 
that interest and foster it. Credit unions can 
go a long way toward filling the talent gap by 
providing employee development programs for 
cybersecurity. 

	 Career development options appeal to employees 
looking to add new skills or find ways to bring 
outside interests into the workplace. Staff 
members who can understand your operations 
and processes have the ability to quickly pick 
up technical skills through on-the-job training. 
Job shadowing is a good way to build your 
cybersecurity bench. Plus, this helps bolster your 
credit union’s cybersecurity talent pool without 
even having to look outside your organization. 

•	 Rethink recruitment strategies. Traditional 
hiring methods are not the only way to find the 
cybersecurity professionals you need. Instead 
of casting a wide net, try some more specific 
recruitment tactics. Post to technology-specific 
online job boards. Go to tech school and 
community college job fairs. Try to find candidates 
through organizations that offer cybersecurity 
certificate programs. Get involved with middle 
schools and high schools to teach younger 
students about the importance of cybersecurity 
and future job possibilities. 

•	 Look outside of your credit union space. 
Limiting your candidate pool to people who 

have only worked in the financial sector will only 
compound the cybersecurity shortage. Instead 
of focusing solely on banking experience, widen 
your search criteria to include all different kinds of 
industries. A talented cybersecurity candidate can 
learn the ins and outs of working at a credit union 
on the job. Hire for information security talent 
and provide on-the-job-training and rotational 
assignments to address any gaps in knowledge. 

5	 Manage vendor relationships
Third-party vendors are an essential part of doing 
business, but they do extend the risk of the 
exposure and misuse of your credit union’s data. 
Almost half of organizations (49 percent) reported 
that they have had a data breach caused by a 
vendor.14 Managing your own risk as well as the 
additional risk introduced by working with vendors 
can be challenging, but carefully managing those 
relationships can help reduce your credit union’s 
vulnerability to cyberattacks and breaches. Here are 
five vital steps for managing those relationships. 

•	 Know your vendors. It may seem simple, 
but your credit union should have an easily 
accessible list of all third-party vendors and 
what type of access they have to your data and 
member data. Having this basic information  
will help you understand your third-party risk 
and how you should go about managing the 
relationship. Ensure that this list is maintained 
and regularly updated. 

•	 Take necessary steps to understand your 
vendors’ data security standards. When 
applicable, contractually require adequate 
protection of member information and review 
appropriate security documents to ensure 
compliance. Due diligence performed on an 
outsourced service that will not have access to 

14	 Data Risk in the Third-Party Ecosystem BuckelySander and Treliant 
Risk Advisor, April 2016. Web. 22 May 2018. 

https://www.ponemon.org/local/upload/file/Data%20Risk%20in%20the%20Third%20Party%20Ecosystem_BuckleySandler%20LLP%20and%20Treliant%20Risk%20Advisors%20LLC%20Ponemon%20Research%202016%20-%20FINAL2.pdf
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your credit union network, not have access to 
member personal identifying information (PII), 
and not heavily regulated will not be as deep 
as the due diligence performed if it has network 
access and is heavily regulated.

•	 Know your vendors’ cybersecurity strategies. 
Less than half of organizations (48 percent) 
have a vendor risk management committee.14 
If your third-party vendors are entrusted with 
your credit union’s data and its members’ data, 
their cybersecurity strategy is just as important 
as your own. What safeguards do they have in 
place to lessen the risk of a breach of your data? 
Ask that question on a regular basis. Threats to 
cybersecurity evolve and so should your vendors’  
risk management. 

	 Second, you should know your vendors’ policies 
on reporting data breaches. More than a third of 
organizations (37 percent) believe that a vendor 
would not inform them if a data breach involving 
their data occurred.13

•	 Set expectations for your vendor relationships. 
If vendors do not share their cybersecurity 
policies or those policies are insufficient, consider 
searching for a different vendor. When making 
relationships with new third-party vendors, make 
cybersecurity a part of the vetting process. 

•	 Know your risk. If a third-party vendor does 
experience a breach that affects your credit 
union’s data, what is your risk exposure? A 
third-party breach could affect your credit union’s 

reputation, compliance, and more. Be aware 
of those risks so they can be lessened and 
managed appropriately.  

Credit unions should establish processes to 
evaluate and manage associated third-party risks 
before entering, during, and even after the vendor 
relationship ends. Remember, third-party and vendor 
risk management is an ongoing process.

6	 Consider your insurance options 
“Purchasing cyber insurance does not remove the 
need for a sound control environment. Rather, cyber 
insurance should be a component of a broader risk 
management strategy.”15 The Federal Financial 
Institutions Examination Council (FFIEC) recently 
emphasized the role cyber insurance can play in risk 
management programs.14 Here are a few important 
things to know.

•	 Understand the difference between first-party 
and third-party coverage. The scope of cyber 
insurance varies. First-party cyber insurance 
covers a wide variety of expenses related to a 
cyber-incident. This type of policy may cover 
cost related to business disruption, member 
notification, and extortion.14 Third-party coverage 
focuses on claims made against the financial 
institution by third-parties, such as vendors and 
members. 

•	 Policy provisions can vary. Policyholders 
should work with their insurance provider to 
understand key terms and provisions so your 
credit union is not caught by surprise at the time 
of loss. In addition, be clear that you’ve diligently 
determined the sufficiency of existing insurance 
coverage and limits as cyber risk exposures and 
explored a variety of insurance products as the 
threat landscape continually evolves. 

15	 Joint Statement: Cyber Insurance and Its Potential Role in Risk 
Management Programs Federal Financial Institutions Examination 
Council, 13 April 2018. Web. 22 May 2018. 

https://www.ffiec.gov/%5C/press/pdf/FFIEC%20Joint%20Statement%20Cyber%20Insurance%20FINAL.pdf
https://www.ffiec.gov/%5C/press/pdf/FFIEC%20Joint%20Statement%20Cyber%20Insurance%20FINAL.pdf
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•	 Understand your provider’s response and 
services. Know the role that the insurance 
provider will play in supporting your organization 
at the time of a breach or loss. Cyber insurance 
providers can also open the door to invaluable 
resources and dedicated expertise in preparing 
for, handling, and responding to cybersecurity 
risks and incidents.

•	 Taking a strategic approach to managing risk 
at your credit union starts with awareness. 
When everyone in your organization is educated, 
you can focus on engagement, new tools, 
finding new talent, managing third-party vendor 
relationships, and selecting the right insurance 
coverage for your credit union.

Conclusion	
Cybersecurity is one of the most dynamic risks for 
organizations to manage. And unfortunately, only 
42 percent believe their company is extremely or 
very effective at managing cybersecurity.16 To assist 
your credit union, commit to understanding the 
basics of cyber threats, educate everyone from the 
c-suite down on next-generation vulnerabilities, and 
embrace key considerations for strengthening your 
risk posture.

CUNA Mutual Group is dedicated to help you 
understand these pressing risks and provide you 
with the most relevant resources you need to build 
a strong cybersecurity strategy and make confident 
decisions.

Additional resources
In October, the Department of Homeland 
Security and National Cyber Security Alliance 
hold the National Cybersecurity Awareness 
Month (NCSAM).17 The entire month is 
aimed toward cybersecurity education and 
engagement. Take advantage of the resources 
this event features – everything from tips on 
basic internet safety to more sophisticated 
insight into protecting your infrastructure. 
Consider developing your own awareness 
campaign with credit union employees and/or 
members.

CUNA Mutual Group, cybersecurity insurance 
carriers, credit union associations and leagues 
also release free resources on emerging 
threats – like RISK Alerts, whitepapers, 
webinars, and risk assessments. These 
resources provide your credit union with 
actionable risk management techniques. In 
fact, you can use these types of resources as 
a launching pad for education and your credit 
union’s customized cybersecurity approach. 

Access the Protection Resource Center 
(UserID/Password required) at  
cunamutual.com/prc for exclusive cyber risk 
and security resources: 

•	 GDPR Risk Overview

•	 Cloud Computing Risk Overview

•	 Internet of Things Risk Overview

•	 Ransomware Risk Overview

•	 Member Protection Tips

•	 NIST Cybersecurity Framework

•	 Post-Breach Consumer Tips

•	 Vendor Management Risk Overview
16	 Global Risk Management Survey, 10th Edition Deloitte, 2 March 

2017. Web. 29 May 2018.

17	 Stay Safe Online National Cyber Security Alliance. Web. 21 May 
2018. https://staysafeonline.org/ncsam/  

https://www.cunamutual.com/resource-library/credit-union-protection
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/compliance-litigation/rcs_gdpr_risk_overview.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_cloud_computing_overview.pdf?la=en&hash=270820287951198E979631DE18BB25254B8798A9
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_internetofthings_risk_overview.pdf?la=en&hash=EBCA7EEB311A9384591922C14A18334E08B85001
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/ransomwareriskoverview_05172017.pdf?la=en&hash=C14BB7B8FD36901411DE1F0A5667B6CF56F45D95
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_protectyourself_membertips.pdf?la=en&hash=A9E2AFB998D6BC3B3FE3EA32596787F5004EED2F
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/nist-cybersecurity-framework.pdf?la=en&hash=A0C94B80DBC0BA671CE66A80FBB293AFDDBC0047
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_memberfraud_postbrach_consumertips.pdf?la=en&hash=12850D616BA52954243BC394BD2A1A59D677E9C7
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/internal-controls/rcs_vendor_management.pdf
https://www2.deloitte.com/insights/us/en/topics/risk-management/global-risk-management-survey.html
https://staysafeonline.org/ncsam/ 
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